HITRA IDRETTSLAG -HOVEDLAGET

RESULTATREGNSKAP 01.01.2024-31.12.2024

Transaksjon 09222115557538893392

Signert RI& HIR, S&;3;

Avd.1 2024 2023
3100 Sponsorinntekter 260 000 100 000
3101 Tilskudd Hitra Kommune 0 70500
3105 Medlemsavgift 41 387 37 700
3106 Sentrale Idrettsmidler 170 790 175 819
3108 "Grasrotmidler” 31216 30 468
3120 Momskompensasjon Lotteri-og stif 110 995 155 799
3140 Kiosksalg 100 0
3144 Loddsalg 70070 0
3145 Inntekt Toppidrettsveka -11 997 121 180
3900 Kundeutbytte forsikring 8 949 4 962
8051 Renteinntekter 16 990 7272

Sum inntekter 698 500 703 700
6320 Renovasjon 1988 1938
6340 Stromkostnader 530 0
6401 Leie postboks 0 1370
6420 Leie datasystemer 34 227 0
6540 Inventar 2 241 0
6620 Reparasjon og vedlikehold utstyr 0 0
6705 Regnskaphonorar 110 011 63 673
6708 Varekjgpt Rema/Coop 0 0
6712 Div utgifterToppidrettsveka 12532 25 644
6713 Div. utgifter 0 2253
6726 Honorar juridisk bistand ifm. Toppidrettsveka 0 0
6731 Varekjop Drakter 9422 207 349
6750 Mgateutgifter 1795 14 850
6851 Fordeling tilskudd ifm. Toppidrettsveka 20 000 109 500
6860 Mgater kurs oppdateringer 13415 0
6890 Annen kontorkostnad 1472 0
6900 Telefon 7 309 0
6907 Datakommunikasjon 9573 16 813
6940 Porto 0 0
7320 Reklamekostnad 10 933
7323 Reklamekost,materiell 0 0
7430 Gave, ikke fradragsberettiget 5000 0
7500 Forsikring 27 573 34 152
7770 Gebyrer 6 150 4916
7772 Vipps/Nif gebyr 1462 1638
7790 Annen kostnad 145
8155 Rentekost. Leverandargjeld 3152 0

Sum utgifter 278 930 484 096

ARETS RESULTAT 419 570 219 604




HITRA IDRETTSLAG -FOTBALL

RESULTATREGNSKAP 01.01.2024-31.12.2024

Avd. 2 2024 2023
3104 Treningsavgift 37 271 27 500
3140 Kiosksalg Vipps 28 650 24 540
3145 Inntekt Toppidrettveka 0 19 500
3200 Inntekt arrangement 16 090 0
8051 Renteinntekter 1459 420
Sum inntekter 83470 71 960
6540 Inventar 499 0
6550 Driftsmateriale 769 0
6708 Varekjgpt Rema/Coop 16 843 17 336
6710 Dommerutgifter 11 550 10 325
6711 Arsavslutning Lag 15215 5503
6713 Div. utgifter 684 0
6714 Deltakelse Cuper/kamper 33052 20 200
6716 Lisensavgift 0 2200
6722 Kurs 0 0
6730 Varekjgpt Idrettsutstyr 11 654 2355
6731 Varekjgpt Drakt 0 2492
6860 Mater kurs oppdateringer 13 000 0
7400 Kontingenter 2500
7420 Gaver 6 225 7 329
7772 Vipps/Nif gebyr 736 1308
8155 Rentekost. Leverandgrgjeld 282 70
Sum utgifter 113 009 69 118
ARETS RESULTAT -29 539 2842

Transaksjon 09222115557538893392




HITRA IDRETTSLAG -Handball
RESULTATREGNSKAP 01.01.2024-31.12.2024

Transaksjon 09222115557538893392

Avd. 3 2024 2023
3090 Opptjent, ikke fakturert inntekt - 31 500
3100 Sponsorinntekter 68 000 141 391
3104 Treningsavgift 132 800 132 700
3109 Egenandel 62 500 35000
3142 Kiosksalg Vipps 104 610 -
3144 Loddsalg 68 950 -
3145 Inntekt Toppidrettsveka 40 250 -
3902 Egenandel sosialt - 12150
3903 Julekalende - 42100
3904 Pameldings avgift savestorgregncup 3000 3000
8050 Renteinntekter 4735 2516

Sum inntekter 478 845 400 357
4002 J11 Sosialt 0 4 220
4003 /G1log G12 sosialt 0 2329
4006 J14 - sosialt 0 1370
4007 J13 - sosialt 0 0
4008 J15 Sosialt 0 5077
4011 G15 - sosialt 0 0
4012 Sosialt damelaget 0 3355
4300|Innkjgp av varer for videresalg 29 449 60 807
Sum varekostnader 29 449 77 158
6210 Cup 0 168 215
6300 Leie lokale 63 770 87 735
6420 Leie datasystemer 4 596 0
6440 Leie transportmidler 33600 37 408
6550 Driftsmateriale 0 17714
6553 Programvare bruk 0 4079
6710 Dommerutgifter 53983 74 698
6714 Deltakelse cup /kamper 132 361 0
6715 Sosiale tiltak spillere 5570
6716 Lisensavgift 5815
6730 Varekjop idrettsutstyr 16 726
6860 Mate, kurs, oppdatering o.l. 21787 45 553
6862 Sgvestogregn - mater, kurs 0 600
7410 Kontingent, Norges handballforbund 132 640 109 409
7430 Gave, ikke fradragsberettiget 0 0
7770 Bankgebyr 156 8676
7772 Vipps og Nif gebyr 9 054 0
Sum utgifter 480 058 554 087
ARETS RESULTAT -30 662 -230 888




HITRA IDRETTSLAG - Tennisgruppa
RESULTATREGNSKAP 01.01.2024-31.12.2024

Avd. 4 2024 2023
3100  Sponsorinntekter 15000 0
3104  Treningavgift 14 610 2000
3145 Inntekt Toppidrettsveka 10 500 4 500
Hoopit 0 2513
8050 Renteintekter 348 62
Sum inntekter 40 458 9 075
6300 Leie lokaler 7 950 11 325
6730 Kjop idrettsutstyr 10 547 4 694
7320 Reklamekostnad 600 0
7400 Kontingent 3020 1160
7772 Vipps og Nif gebyr 299 0
0
Sum utgifter 22 416 17179
ARETS RESULTAT 18 042 -8 104

Transaksjon 09222115557538893392




HITRA IDRETTSLAG - Anleggsgruppa
RESULTATREGNSKAP 01.01.2024-31.12.2024

Avd. 5 2024 2023
3100 Inntekter 0 79 431
3102 Tilskudd Aurn 35000 0
3103 Tilskudd sponsing fra hovedlaget 55 150 0
3141 Kiosksalg Blaskoghytta 3912 0
3143 Vipps inntekter, anleggsgruppa 5200
8051 Renteinntekter 11 389 3110

Sum inntekter 110 651 82 541
6250 Bensin, dieselolje 1275 0
6540 Inventar 3490 0
6550 Driftsmateriale 41 256
6600 Rep. og vedlikehold bygninger 10 000 46 939
6620 Kjoretgy reparasjoner 3837
6621 Bensin 4 346
6630 Vedlikehold Aurn drift 25717 14 292
6640 Vedlikehold Blaskoghytta 396 3000
6650 Prosjekt utbygg 51872 63 935
6750 Mgateutgifter 4775
7500 Forsikring 28 705 24 497
7770 Gebyrer 24 27
7772 Vipps og Nif gebyr 133
8155 Rentekost. Leverandgrgjeld 232 0
Sum utgifter 176 058 152 690

ARETS RESULTAT -65 407 -70 149

Transaksjon 09222115557538893392




HITRA IDRETTSLAG - Barneidrettgruppa
RESULTATREGNSKAP 01.01.2024-31.12.2024

Avd. 6 2024 2023
3145 Toppidrettsveka 0 3000
8051 Renteinntekter 491 127

Sum inntekter 491 3127
6540 Inventar 0 0
6708 Varekjgpt 0 886
6711 Arsavslutning lag 10 490
7420 Gaver 317
7500 Forsikring 0 0
7770 Gebyrer 3 0
8155 Rentekost. Leverandgrgjeld 0 0
Sum utgifter 10 810 886
ARETS RESULTAT -10 319 2 241

Transaksjon 09222115557538893392




HITRA IDRETTSLAG - Bueskytergruppa
RESULTATREGNSKAP 01.01.2024-31.12.2024

Avd.7 2024 2023
3104 Treningsavgift 3482
3145 Toppidrettsveka 7 000 1500
8051 Renteinntekter 326 80
Sum inntekter 10 808 1580
6540 Inventar 0 0
6714 Deltakelse arr. 1100 0
6730 Kjop idrettsutstyr 16 459 0
7770 Gebyrer 0 0
8155 Rentekost. Leverandgrgjeld 0 0
Sum utgifter 17 559 0

ARETS RESULTAT -6 751 1580

Transaksjon 09222115557538893392




HITRA IDRETTSLAG - Seilergruppa
RESULTATREGNSKAP 01.01.2024-31.12.2024

Avd. 9 2024 2023

8051 Renteinntekter 316 83

Sum inntekter 316 83
6540 Inventar 0 0
6600 Rep. og vedlikehold bygninger 0 0
6630 Vedlikehold Aurn drift 0 0
6640 Vedlikehold Blaskoghytta 0 0
6640 Prosjekt utbygg 0 0
7430 Gaver 5000 0
7770 Gebyrer 0 0
8155 Rentekost. Leverandgrgjeld 0 0

Sum utgifter 5000 0

ARETS RESULTAT -4 684 83

Transaksjon 09222115557538893392




HITRA IDRETTSLAG - Klubbhus og Grendahus
RESULTATREGNSKAP 01.01.2024 - 31.12.2024

2024 2023
Avd. 10

3106 Tilskudd sentrale Idrettsmidler 25000
3140 Kiosksalg 750 0
3145 Inntekt Toppidrettsuka 7 000 21 000
3200 Inntekt arrangement 0 3600
3600 Inntekt utleie grendahuset 64 700 708 674
3601 Inntekt utleie Klubbhuset 23100 23203
3611 Inntekt Utleie Hitra kommune 676 272 0
3615 Hitra kommune 70% av stremkostnader 20 819 0
3900 Kundeutbytte 0 5042
8050 Renteinntekter 11 383 14 641

Sum inntekter 804 024 801 160
6000 Avskrivninger 155 400 0
6320 Renovasjon, vann, avlgp 56 045 14 468
6340 Strgmkostnader 47 605 40 763
6360 Renholds-og vaskeartikler 5998 3911
6365 Innleie renhold 55 650 59 600
6401 Leie postboks 0 1315
6420 Leie datasystem 8 843 0
6540 Inventar 15 549 0
6600 Rep. og vedlikehold bygninger 2705 3 205
6610 Vedlikehold uteomradet 0 0
6708 Varekjgp Rema/Coop 7 395 3115
6750 Matekostnader 0 1175
6800 Kontorrekvisita 1012 1008
6940 Porto 0 240
7320 Reklamekostnad 6310 2031
7323 Reklameartikler 3125 0
7420 Gaver 0 480
7500 Forsikring 0 -16 594
7770 Gebyrer 0 677
7772 Vipps og Nif gebyr 13 0
8150 Rentekostnad banklan 4312.26.07489 68 716 231 646
8152 Rentekostnader Lan 383 226 0
8155 Rentekostnader leverandergjeld 1814 1634

Sum utgifter 819 406 0 348 674

ARETS RESULTAT -15 382 0 452486

Transaksjon 09222115557538893392




HITRA IDRETTSLAG - Klatregruppa
RESULTATREGNSKAP 01.01.2024 - 31.12.2024

Avd. 11 2024 2023
3100 Inntekter 0
8051 Renteinntekter 292 71

Sum inntekter 292 71

6540 Inventar

6600 Rep. og vedlikehold bygninger

7500 Forsikring

7770 Gebyrer

8155 Rentekost. Leverandgrgjeld
Sum utgifter

OO © © © o
OO ©O © © o

ARETS RESULTAT 292 71

Transaksjon 09222115557538893392




HITRA IDRETTSLAG - E-sport
RESULTATREGNSKAP 01.01.2024 - 31.12.2024

Avd. 12 2024 2023
3100 Inntekter 20 000 0
3145 Inntekt Toppidrettsveka 7 000
8051 Renteinntekter 81 0
Sum inntekter 27 081 0

6540 Inventar

6600 Rep. og vedlikehold bygninger

7500 Forsikring

7770 Gebyrer

8155 Rentekost. Leverandgrgjeld
Sum utgifter

OO O O O o
OO O O O o

ARETS RESULTAT 27 081 0

Transaksjon 09222115557538893392




HITRA IDRETTSLAG

05.02.2025 17:39

980 216 257 Kontospesifisert arsregnskap Side 16
2024 2023
Resultatregnskap
Salgsinntekt
3100 Sponsorinntekter 363 000,00 0,00
3102 Tilskudd Aurn 35 000,00 0,00
3103 Tilskudd/sponsing fra Hovedlaget 55 150,00 0,00
3104 Treningsavgift 188 162,87 0,00
3105 Medlemsavgift 41 387,25 0,00
3106 Tilskudd Sentrale Idrettsmidler 170 790,00 0,00
3108 Norsk Tipping "Grasrotandel" 31 216,08 0,00
3109 Egenandel 62 500,00 0,00
3120 Momskompensasjon Lotteri-og stif 110 995,00 0,00
3140 Kiosksalg 29 500,26 0,00
3141 Kiosksalg Blaskoghytta 3912,00 0,00
3142 Kiosksalg Vipps 104 610,00 0,00
3143 Vipps inntekter, anleggsgruppa 5200,00 0,00
3144 Loddsalg 139 020,00 0,00
3145 Inntekt Toppidrettveka 59 752,50 0,00
3200 Inntekt Arrangement 16 090,00 0,00
1 416 285,96 0,00
Annen driftsinntekt
3600 Inntekt utleie Grendahuset 64 700,00 0,00
3601 Inntekt utleie Klubbhuset 23 100,00 0,00
3611 Utleie Grendahuset Hitra Kommune 676 272,00 0,00
3615 Hitra Kommune 70 % av strgmkostnadene for hovedetasjen 20 818,74 0,00
3900 Kundeutbytte forsikring 8 949,00 0,00
3904 Pamelding sgvestogregncup -3.000,00 0,00
790 839,74 0,00
Sum driftsinntekter 2 207 125,70 0,00
Varekostnad
4300 Innkjgp av varer for videresalg -29 448,94 0,00
-29 448,94 0,00
Avskrivning pa varige driftsmidler og immaterielle eiendeler
6000 Avskrivning pa bygninger og annen fast eiendom -155 400,00 0,00
-155 400,00 0,00
Annen driftskostnad
6250 Bensin, dieselolje -1275,24 0,00
6300 Leie lokale -71 720,00 0,00
6320 Renovasjon, vann, avigp o.l. -58 033,19 0,00
6340 Strgmkosnader -48 134,83 0,00

Transaksjon 0922211555753889%3392




HITRA IDRETTSLAG
986 216 251

6360 Renholds-og vaskeartikler
6365 Innleie renhold

6420 Leie datasystemer

6440 Leie transportmidler

6540 Inventar og utstyr

6550 Driftsmateriale

6600 Rep. og vedlikehold bygninger
6620 Kjgretgy, rep. og vedlikehold
6621 Bensin

6630 Aurn drift

6640 Innkjgp Blaskoghytta

6650 Prosjekt utbygging

6705 Regnskapshonorar

6708 Varekjgp Rema/Coop

6710 Dommerutgifter

6711 Arsavslutning Lag

6712 Div utgifterToppidrettsveka
6713 Div utgifter

6714 Deltakelse Cuper / kamper
6715 Sosiale tiltak for spillere
6716 Lisensavgift

6730 Varekjgp Idrettsutstyr

6731 Varekjgp Drakter

6750 Mgteutgifter

6800 Kontorrekvisita

6851 Fordelign tilskudd ifm. Toppidrettsveka
6860 Mgter, kurs, oppdatering o.
6890 Annen kontorkostnad

6900 Telefon

6907 Internett

7320 Reklamekostnad

7323 Reklameartikler

7400 Kontingent, fradragsberettiget
7410 Kontingent, ikke fradragsberettiget
7420 Gaver, fradragsberettiget
7430 Gave, ikke fradragsberettiget
7500 Forsikring

7740 @reavrunding

7770 Bank og kortgebyrer

7772 Vipps og Nif gebyr

7790 Annen kostnad

Transaksjon 0922211555753889%3392

Kontospesifisert arsregnskap

2024

-5 997,57
-55 650,00
-47 666,38
-33 600,00
-21779,01
-42 024,93
-12 705,15

-3837,14

-4 346,44
-25 716,70

-395,62

-51 872,00
-110 011,00
-24 237,77
-65 532,86
-25704,81
-12 532,00

-684,15

-166 513,29
-5570,00
-5 815,00

-55 386,80
-9422,15
-6 570,00
-1012,00

-20 000,00

-48 202,54
-1472,01
-7 308,64
-9572,50

-17 842,50
-3 125,00
-5520,00

-132 639,62
-6 542,00

-10 000,00

-56 278,00

-0,02

-6 332,53
-11 696,87

-145,00

05.02.2025 17:39
Side 2/6

2023

0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00




HITRA IDRETTSLAG

05.02.2025 17:39

986 216 251 Kontospesifisert arsregnskap Slde 3/

2024 2023

-1 310 423,26 0,00

Sum driftskostnader -1 495 272,20 0,00

Driftsresultat 711 853,50 0,00
Annen renteinntekt

8050 Annen renteinntekt 43 075,00 0,00

8051 Renteinntekter 4 734,60 0,00

47 809,60 0,00

Sum finansinntekter 47 809,60 0,00

Annen rentekostnad

8150 Rentekostnad banklan 4312.26.07489 -68 716,25 0,00

8152 Rente 1an 4312.72.19614 -383 226,00 0,00

8155 Rentekosnader leverandgrgjeld -5478,89 0,00

-457 421,14 0,00

Sum finanskostnader -457 421,14 0,00

Netto finans -409 611,54 0,00

Arsresultat 302 241,96 0,00
Annen egenkapital

8960 Overfgringer annen egenkapital 302 241,96 0,00

302 241,96 0,00

Sum overferinger 302 241,96 0,00

Transaksjon 0922211555753889%3392




HITRA IDRETTSLAG

05.02.2025 17:39

980 216 257 Kontospesifisert arsregnskap Side 46
31.12.2024 31.12.2023
Balanse
Tomter, bygninger og annen fast eiendom
1100 Blaskoghytta 400 000,00 400 000,00
1101 Tomt Blaskoghytta 45 000,00 45 000,00
1102 Nytt klubbhus til Hitra IL 8415 566,71 8 546 442,06
1104 Forskudd spillemidler nytt Klubbhus -800 000,00 0,00
1110 Ea Holmen inkl naust 100 000,00 100 000,00
1130 Grendahus utbygging tilbygg 424 550,63 424 550,63
8 585 117,34 9 515 992,69
Driftslesere, inventar, verktoy, kontormaskiner, ol.
1200 Grendahus inventar utstyr 262 619,28 262 619,28
1230 Skilting utstyr 147 428,75 147 428,75
1240 Scooter Anleggsgruppa 160 000,00 160 000,00
1255 Oppblasbar 3-er fotballbane 135 187,50 0,00
705 235,53 570 048,03
Sum varige driftsmidler 9 290 352,87 10 086 040,72
Investeringer i aksjer og andeler
1351 Andeler i Hitrahallen 6 000,00 6 000,00
6 000,00 6 000,00
Sum finansielle anleggsmidler 6 000,00 6 000,00
Sum anleggsmidler 9 296 352,87 10 092 040,72
Kundefordringer
1500 Kundefordringer 31 418,74 48 106,00
1530 Opptjent, driftsinntekt 41 481,09 10 265,01
72 899,83 58 371,01
Andre kortsiktige fordringer
1579 Mellomregningskonto IL 0,00 1584,40
1743 Forskuddsbetalt forsikring 30 224,15 14 869,15
1749 Andre forskuddsbetalte driftskostnader 7 390,00 0,00
1751 Palgpt inntekt 2902,88 0,00
40 517,03 16 453,55
Sum fordringer 113 416,86 74 824,56
Bankinnskudd, kontanter og lignende
1900 Kontanter NOK 6 000,00 6 000,00
1930 Husgruppa 4312.16.63873 70 200,74 68 475,27
1931 Utleie Hitra Kommune 4312.17.15571 326 078,55 663 326,94
1932 Hovedlag 4312.26.24545 517 879,32 519 534,35

Transaksjon 0922211555753889%3392




HITRA IDRETTSLAG
986 216 251

1933 Handball 4312.26.32955

1934 Seiling 4312.26.24537

1935 Klatring 4312.26.24472

1936 Hovedlag Sparekonto 4312.26.24553
1937 Fotball 4312.26.24502

1938 Fotball Vipps 4312.26.24499
1939 Anlegg 4312.26.24529

1940 Barneidrett 4312.26.24510

1941 Tennis 4312.26.24480

1942 Bueskyting 4312.26.24464

1943 E-sportgruppa 4312 26 65063
1945 Sgvest a regn cup 4312.26.32963
1946 Handball Vips 4312.26.32947

Sum bankinnskudd, kontanter og lignende

Sum omlgpsmidler

Sum eiendeler

Kontospesifisert arsregnskap

05.02.2025 17:39

Side 5/6

31.12.2024 31.12.2023
215 483,34 27 087,62

12 912,21 17 596,21

15 367,06 15 075,06

237 999,28 405 977,78

29 593,55 100 721,62
1,22 1,22

565 575,77 598 709,82

26 272,43 26 101,43
24776,52 11 534,99

10 189,85 16 940,77

27 081,00 0,00
0,00 103 258,77

0,00 147 020,45

2085 410,84 2727 362,30
2 085 410,84 2727 362,30
2 198 827,70 2 802 186,86

Transaksjon 0922211555753889%3392

11 495 180,57

12 894 227,58




HITRA IDRETTSLAG
986 216 251

Annen egenkapital
2050 Annen egenkapital

Sum opptjent egenkapital

Sum egenkapital

Gjeld til kredittinstitusjoner
2220 BYGGEKREDITT BM 4312.26.07489

2222 1an 4312.72.19614

Sum annen langsiktig gjeld

Leverandorgjeld
2400 Leverandgrgjeld

Annen kortsiktig gjeld
2910 Gjeld til ansatte

2950 Palgpt rente
2960 Annen palgpt kostnad

Kortsiktig konserngjeld
2920 Mellomregningskonto IL

Sum kortsiktig gjeld

Sum gjeld

Sum egenkapital og gjeld

Kontospesifisert

Transaksjon 0922211555753889%3392

05.02.2025 17:39

arsregnskap Side 616
31.12.2024 31.12.2023
-6 001 883,38 -5 756 026,42

-6 001883,38  -5756 026,42
-6 001 883,38 -5 756 026,42
-6 001883,38  -5756 026,42
0,00 -7 116 310,43

-5373 554,00 0,00
-5373554,00 -7 116 310,43
-5373554,00 -7 116 310,43
-57 084,90 12 368,38

-57 084,90 12 368,38
-26 861,00 0,00

-31 404,00 0,00

-4 393,29 -28 473,03

-62 658,29 -28 473,03
0,00 -5 786,08

0,00 -5786,08

119 743,19 -21890,73
-5493297,19 -7 138 201,16

-11 495 180,57

Signert RIA HBR, S&;3tHHR

-12 894 227,58




Arsregnskap for

HITRA IDRETTSLAG
986216251

Regnskapsar
01.01.2024 - 31.12.2024

Transaksjon 0922211555753889%3392

Signert RIA HAR, S&;3HHR




HITRA IDRETTSLAG
986 216 251

Resultatregnskap

Driftsinntekter
Salgsinntekt

Annen driftsinntekt
Sum driftsinntekter

Driftskostnader
Varekostnad

Avskrivning pa varige driftsmidler og immaterielle

eiendeler
Annen driftskostnad
Sum driftskostnader

Driftsresultat
Finansinntekter
Annen renteinntekt
Sum finansinntekter
Finanskostnader
Annen rentekostnad
Sum finanskostnader
Netto finans
Arsresultat
Overforinger

Annen egenkapital
Sum overferinger

Transaksjon 0922211555753889%3392

Note 2024
1 416 286

790 840
2207 126

-29 449
-155 400

-1310423
-1 495 272

711 854

47 810
47 810

-457 421
-457 421
-409 612
302 242

302 242
302 242

Signert RIA HAR, S&;3HHR

2023

o o




HITRA IDRETTSLAG
986 216 251

Balanse

EIENDELER

Anleggsmidler

Varige driftsmidler

Tomter, bygninger og annen fast eiendom
Driftsl@sare, inventar, verktgy, kontormaskiner, ol.

Sum varige driftsmidler

Finansielle anleggsmidler
Investeringer i aksjer og andeler
Sum finansielle anleggsmidler

Sum anleggsmidler
Omlgpsmidler

Fordringer
Kundefordringer

Andre kortsiktige fordringer

Sum fordringer

Bankinnskudd, kontanter og lignende

Bankinnskudd, kontanter

og lignende

Sum bankinnskudd, kontanter og lignende

Sum omlgpsmidler

SUM EIENDELER

Transaksjon 0922211555753889%3392

Note 31.12.2024

8 5685 117
705 236

9290 353
6 000
6 000

9 296 353

72 900
40 517
113 417

2085411
2085 411
2198 828

11 495 181

31.12.2023

9515993
570 048

10 086 041
6 000
6 000

10 092 041

58 371
16 454
74 825

2727 362
2727 362
2802 187

12 894 228

Signert RIA HAR, S&;3HHR



HITRA IDRETTSLAG
986 216 251

Balanse

EGENKAPITAL OG GJELD
Egenkapital
Opptjent egenkapital

Annen egenkapital
Sum opptjent egenkapital

Sum egenkapital
Gjeld
Annen langsiktig gjeld

Gjeld til kredittinstitusjoner
Sum annen langsiktig gjeld

Kortsiktig gjeld
Leverandgrgjeld
Kortsiktig konserngjeld
Annen kortsiktig gjeld
Sum kortsiktig gjeld

Sum gjeld

SUM EGENKAPITAL OG GJELD

HITRA, 06.02.2025

Randi Storsve Lundquist
styrets leder

Bjorn Lie Ranningen
styremedlem

Transaksjon 0922211555753889%3392

Note

Oddvar Johannes Olsen
nestleder

Sigbjern Glgrstad
styremedlem

31.12.2024

6 001 883
6 001 883

6 001 883

5373 554
5373 554

57 085
0

62 658
119 743

5493 297

11 495 181

31.12.2023

5 756 026
5 756 026

5 756 026

7116 310
7116 310

-12 368

5786
28 473
21 891

7138 201

12 894 228

Turid Merete Stokkan Glarstad

styremedlem
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HITRA IDRETTSLAG
986 216 251

Noter
Regnskapsprinsipper
Arsregnskapet er satt opp i samsvar med regnskapsloven og god regnskapsskikk for sma foretak.

Salgsinntekter
Inntektsfering ved salg av varer skjer pa leveringstidspunktet. Tjenester inntektsfgres etter hvert som de
leveres.

Klassifisering og vurdering av balanseposter

Anleggsmidler er eiendeler bestemt til varig eie eller bruk. Eiendeler som er knyttet til varekretslgpet er
klassifisert som omlgpsmidler. Fordringer klassifiseres som omlgpsmidler hvis de forfaller til betaling innen ett
ar etter transaksjonsdagen. Tilsvarende klassifiseres gjeld som kortsiktig hvis gjelden forfaller til betaling innen
ett ar. Langsiktig gjeld er gjeld som forfaller senere enn ett ar etter transaksjonsdagen. Ferste ars avdrag pa
langsiktige fordringer og langsiktig gjeld klassifiseres likevel ikke som omlgpsmiddel og kortsiktig gjeld.

Omlgpsmidler vurderes til laveste av anskaffelseskost og virkelig verdi. Kortsiktig gjeld balansefgres til nominelt
belgp pa etableringstidspunktet. Anleggsmidler vurderes til anskaffelseskost. Varige anleggsmidler avskrives
etter en fornuftig avskrivningsplan. Anleggsmidlene nedskrives til virkelig verdi ved verdifall som ikke forventes
a veere forbigdende. Langsiktig gjeld med unntak av andre avsetninger balansefgres til nominelt belap pa
etableringstidspunktet.

Fordringer
Kundefordringer og andre fordringer er oppfert i balansen til palydende etter fradrag for avsetning til forventet
tap. Avsetning til tap gjeres pa grunnlag av individuelle vurderinger av de enkelte fordringene.

Varige driftsmidler

Varige driftsmidler balansefgres og avskrives over driftsmidlenes levetid dersom de har antatt levetid over 3 ar
og har en kostpris som overstiger kr 30 000. Direkte vedlikehold av driftsmidler kostnadsfares Igpende under
driftskostnader, mens pakostninger eller forbedringer tillegges driftsmidlets kostpris og avskrives i takt med
driftsmidlet.

Forovrig er folgende regnskapsprinsipper anvendt:
Leieavtaler er ikke balansefart.

Selskapet har ikke endret regnskapsprinsipp fra 2023 til 2024.
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leﬁb Klubben ~  Varegrupper ~  Kontaktoss  Medlemskap  Utleie ~

_HITRA ID’ET ..
‘ Et @tklubbmnjg “her tarvu godt vare e
Aﬁ, konkurranse, lek og samholék

Bli medlem

Ta en titt pa vare nye nettsider, og lagre adressen
www.hitra-idrettslag.no & Egne undersider for hver
idrettsgren

Transaksjon 09222115557538893392
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Velkommen til -:-;_;_’j-||TnA ILL

ARSMOTE
| Hitra Idrettslag

Torsdag 13. februar kl. 16.30-19.00
| klubbhuset i Fillan

¢ Ordinzre arsmetesaker.
* Alle klubbens medlemmer er velkommen til a delta.

ARSM@TESAKER TIL BEHANDLING

. Godkjenning av de stemmeberettigede.

. Godkjenning av innkalling og saksliste.

. Valg av mateleder, referent samt to representanter til & underskrive protokollen.

. Behandling av regnskap og status gkonomi.

. Fastsettelse av medlemskontingent.

. Behandling av lagets organisasjonsplan.

. Behandling av arsmelding for gruppene.

. Behandling av innkomne saker og forslag.

. Gjennomfgring av fglgende valg:

a) Leder og nestleder

b) Styremedlemmer og varamedlem

c) Kontrollkomite med to medlemmer og et varamedlem
)
)

O© 00N O WN-=

d) Lagets representant til Idrettsradet
e) Valgkomite med leder og to medlemmer og ett varamedlem

Innkalling er gjort kjent i klubbens digitale informasjonskanaler, i epost til styre og kontrollkomite samt i
annonse i Hitra Frgya Lokalavis.

e Arsmotet er idrettslagets hgyeste myndighet, og avholdes hvert ar innen utgangen av mars maned.
* Alle idrettslagets medlemmer har adgang til arsmgatet.

e For 4 ha stemmerett ma man ha fylt 15 ari.l.a. kalenderaret, vaert medlem av idrettslaget i minst 1 maned og
ha gjort opp sine gkonomiske forpliktelser til idrettslaget.

« Arsmotet er vedtaksfart dersom det mater et antall stemmeberettigede medlemmer som minst tilsvarer
antall styremedlemmer som skal velges av arsmatet. Dersom arsmgatet ikke er vedtaksfert, kan det innkalles til
arsmgte pa nytt uten krav til minimumsdeltakelse.

e Et vedtak ma4, for & veere gyldig, veere truffet med alminnelig flertall av de avgitte stemmer. Ingen representant
har mer enn 1 stemme og ingen kan stemme pa vegne av andre. Blanke stemmer skal anses som ikke avgitt.

* Valg foregar skriftlig hvis det foreligger mer enn ett forslag eller det fremmes krav om det.
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ARSMELDING 2024 FOR HITRA IDRETTSLAG

HOVEDSTYRET | HITRA IDRETTSLAG HAR | PERIODEN BESTATT AV

Leder: Randi Storsve Lundquist, r.s.lundquist@hotmail.com/hitraidrettslag@hotmail.com
Nestleder: Jens Huse Mortensvik, jensmortensvik@gmail.com

Styremedlem: Kine Heggvold Reitan, kine.heggvold.reitan@hitra.kommune.no

Styremedlem: Bjgrn Lie Ranningen, bjorn.ronningen@adresseavisen.no

Styremedlem: Sigbjern Glgrstad, siggl@trondelagfylke.no

Varamedlem: Turid Glgrstad, turid@glorstad.no

Gruppeledere med mgte- og stemmerett i hovedstyret:

Handball: Marita Wingan, mselvg@hotmail.com

Fotball: Odd Jonas Willmann, ojwillmann@gmail.com

Anlegg og seiling: Bror Blichfeldt, brorb@online.no

Klubb- og grendahus: Oddvar Olsen, odjohano@online.no

Tennis: Gunnar Selsbak, gselsba@online.no

Barneidrett/allidrett: Ina Jobotn, inajobotn@hotmail.no

Bueskyting: Jargen Olsen, jorgen@pumn.no

E-sport: Frida Kvande Hansen, frida.kvande.hansen@hitra.kommune.no

Representant i Hitra idrettsrad: Bror Blichfeldt

Representant i arrangementsgruppen for TIV 2024: Randi S. Lundquist og Jens Mortensvik
Kontrollutvalg: Mohamed Alkalla, Hans Lundquist og vara Ove Fiskvik
Valgkomite: Jargen Fjeldvaer og Sawika Willmann

Felgende ansvarsomrader skal vaere ivaretatt i hovedstyret:
Sekretaerfunksjon, gkonomi, kommunikasjon, sponsor, politiattester, medlemsregister og klubbkolleksjon

Sekreteer og gkonomi hovedlaget: Randi S. Lundquist

@konomi: Randi S. Lundquist, Jens Mortensvik
Regnskap: Saga KL Regnskap Hitra
Kommunikasjon/klubbkolleksjon: Bjgrn Lie Rgnningen
Sponsorarbeid: Randi S. Lundquist

Politiattester: Sigbjern Glgrstad

Medlemsregister: Kine Heggvold Reitan

Styremgter i 2024: torsdag 4.1., mandag 12.2., torsdag 21.3. styremate og drsmgte, torsdag 25.6., onsdag
4.9., tirsdag 15.10., onsdag 27.11.(til sammen 6 styremgater + arsmgte)
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FRA STYRELEDER RANDI S. LUNDQUIST OG
NESTLEDER JENS MORTENSVIK

Tusen takk alle sammen for nok et fantastisk aktivt ar for Hitra Idrettslag og lokalsamfunnet!

HOVEDSPONSORER

Det ble i 2023 inngatt hovedsponsoravtaler med Lergy Midt og Trandelag Sparebank for perioden 09.09.23-
31.08.28. D.v.s. 5 &r med en arlig statte pa kr 100 000,- pr. sponsor.

Hovedstyret i Hitra Idrettslag takker pa vegne av alle vare medlemmer, uten sponsorene vare hadde det ikke
veert mulig for oss 8 opprettholde og videreutvikle aktiviteter, holde medlemmenes kostnader ved a delta sa
lave som mulig og bidra til god folkehelse i lokalsamfunnet i form av vare allment tilgjengelige utfartshytter,
turstier, skilgyper, skaytebane m.m.

LER@Y MIDT, EN DEL AV LER@ZY SEAFOOD GROUP

Lergy Seafood Group er et verdensledende sjgmatselskap med ratter
tilbake til 1899. Kjernevirksomheten til konsernet er produksjon av laks
og grret, fangst av hvitfisk, videreforedling, produktutvikling,
markedsfgring, salg og distribusjon av sjgmat. Hovedkontoret ligger i
Bergen. Lergy Midt har hovedkontor pa Sandstad pa Hitra.

Verdiene til selskapet er & vaere skapende, rlig, apen og ansvarlig.

TRONDELAG SPAREBANK

Trgr‘d ela g Lokalbank siden 1864.

SPAREBANK

Helt siden den tid har banken stgttet opp og vokst i takt med lokalsamfunnet, i bAde medvind og motvind.
Banken har kontor i Heim, Afjord, Brekstad, Hitra, Froya og Trondheim. Med banktjenester, forsikring og
eiendomsmegling i samme bygg tilbys en totallgsning som ogsa gjar det enklest mulig for kundene.

Tilgjengelig i gyriket siden 2010, i "Bergebygget" midti Fillan sentrum.

MEDLEMSTALL, REGISTRERINGER I HOOPIT

Hoopit ble innfgrt i klubben i 2022 bl.a. som plattform for
medlemsregistrering og intern kommunikasjon i grupper og lag.

Kine Heggvold Reitan er klubbens Hoopitkontakt.

Fra arsmgtet 2024 gikk hun ogsa inn i hovedstyret som
medlemsansvarlig.

Transaksjon 0922211555753889%392

Signert RIA HIR, S&sHHHHR



Utgvere Ledere Stettemedlemmer

271 77 85

9

Betalt | 2023 242 Betalt | 2023 67 Betalt i 2023 59
Totalt antall betalende medlemmer 52 418
Alder-kjenn statistikk
91
71
61 %° -
36

LAGETS ORGANISASJONSPLAN

Hitra idrettslag ble stiftet i 1970 som en sammenslutning av Fillan IL, Barmanfjord IL og Ansnes IL. Idrettslaget
haridagioverkant av 400 betalende medlemmer, og hovednedslagsfeltet er Fillan, Tranvikan og Ansnes med

omegn.

Hitra Idrettslag er et fleridrettslag organisert med egne grupper for saeridretter, barneidrettsgruppe samt
grupper opprettet for 8 ivareta aktiviteter/idretter/anlegg og behov lagets medlemmer har sett pa som

formalstjenlige. Vi har for tiden ni aktive grupper: Handball, fotball, tennis, bueskyting, seiling,
barneidrett/allidrett, e-sport, anlegg og klubb- og grendahus.

| tillegg bruker mange gyveeringer vare anlegg for uorganisert idrett og friluftsliv, som for eksempel Blaskogstien
og Blaskoghytta, Eaholmen naermiljganlegg i Aurn, badeplassen Eidsvatnet og Fillan fritidspark (Dyet).

Hitra Idrettslag er apen og positiv til forslag om nye aktiviteter og idretter vi i dag ikke tilbyr.
Kommentarer til organisasjonsplanen:

¢ | tillegg kommer en klatregruppe som pr. dato er uten aktivitet.

¢ Organisering av tennis, bordtennis og badminton under en felles fane: racketgruppe - er under etablering,

avhengig av positivt vedtak pa drsmgtet.
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*Hver gruppe har sin egen leder og ledelse som de selv velger. Alle gruppelederne har mgte- og stemmerett pa
hovedstyremagter.

VALGKOMITE
HANDBALL
GRP KONTROLLUTVALG
E-SPORTGRP FOTBALLGRP
ANLEGGSGRP H | L TENNISGRP

hovedstyre

KLUBB- OG
GRENDAHUS BUEScl;;;INGS
GRP
ALLIDRETT
BARNEIDRETT SEILINGSGRP
GRP

JKONOMI | HOVEDSTYRET

Fra forste til siste styremgte i 2024 har sakslista til styremgtene hatt minst ett innslag av gkonomi og innfgring
av nytt, felles regnskapssystem for idrettslaget. Fra et enstemmig vedtak i februar 24 om innfgring har det i
styret veert giennomfgrt oppleering og satt i bruk et relativt omfattende system, med tilhgrende prgving og
feiling. Tidvis kan vi pasta at det har blitt opplevd frustrerende av de fleste & bruke s mye tid pa regnskap,
budsjett og generell skonomi — nar aktivitet i gruppene er drivkraften og det som i bunn og grunn er malet!

Ingen har falt av det nye systemet, og alle som har fglt motstand og opplevd merarbeid har kommet seg
igiennom implementeringen av det nye regnskapssystemet — og resultatet avinnsatsen er blant annet:

- Bedre oversikt for ledere over hva som beveger seg i gruppene i det daglige.

- En bedre helhetsforstaelse pa tvers av gruppene, for hva som kreves gkonomisk.
- Mulighet for 4 ha en sporbarhet og oversikt med et enkelt tastetrykk.

- Et system som gir et enklere bilde over helhetsgkonomien i idrettslaget.

Disse punktene, sammen med andre aspekter, kan pastas at gir en bedre oversikt og grunnlag til 4 fatte riktige
beslutninger pa vegne av Idrettslaget nar det kommer til gkonomiske valg i tiden fremover.

Budsjett og resultatansvar ligger fortsatt pa den enkelte gruppeleder — og med et system hvor alt er integrert for
alle grupper pa ett sted ma det kunne lgftes frem at det nye regnskapssystemet har dannet et grunnlag for at vi
bedre kan sikre aktiviteti gruppene, gjiennom at den enkelte leder har bedre oversikt og enklere kan viderefare
sunn gkonomisk drift. Ledere i hovedstyret vil ogsa kunne utnytte det nye systemet til & raskt danne seg et bilde
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over gkonomien. N& nar systemet er oppe og gar vil forhapentligvis mer tid frigis til & drive med
kjerneaktivitetene vare.

Tusen takk for tdlmodigheten til alle bergrte av det nye systemet — nd ma vi sikre oss at arbeidet som er nedlagt
virkelig gir positiv effekt videre.

TOPPIDRETTSVEKA 2024

Fra referat fra styremgate 4.9.24:
SAK 7 GKONOMISK OPPSUMMERING AV TIV 2024, FORDELING AV GODTGJZRELSE

Godtgjarelse fra Norway Event til HIL 94 312,-
Loddsalg HIL 33 296,-
Tilfordeling 127 608,-

Dugnadsinnsats HIL: buskyttergruppa 4 personer, husgruppa 4 personer, e-sportgruppa 4
personer, tennisgruppa 6 personer, anleggsgruppa 7 personer, fotballgruppa 12
personer, handballgruppa 23 personer, hovedstyret 1 person. Til sammen 61 personer.
| tillegg hyret HIL inn 20 personer fra Hitra Vektlgfterklubb som frivillige under
arrangementet.
Vedtak: Hovedstyret vedtok a overfagre kr 1750,- pr. person til gruppene og kr 1000,- pr.
person tilHVK. Til sammen blir det kr 125 000,-.
Takk til alle gruppeledere som jobbet intenst med & fa pa plass frivillige og som ogsa
stilte opp selv og en ekstra takk til Jens som har holdt styr pa loddsalget bade far, under
og etter.

Godt jobba alle sammen!

ARSMELDING FRA STYRETS MEDLEMMER OG GRUPPELEDERE

ARSMELDING KOMMUNIKASJON OG KLUBBKOLLEKSJON

P B b : | 2024 fikk vi endelig lansert den nye nettsida etter at arbeidet
- HITRA IDRETT,Sl-AG f ‘ ble pabegynt aret i forveien. Ny nettside skal gjgre det enklere
EC QA klubbmilj=her {68¥ godit vaie bo hvelofcrs ' for publikum & fa oversikt over vare aktiviteter, og for oss 4 na
Sf?;konmronse‘ lekogsom?n ut med vare budskap.
2 Det er lagt til rette for at alle gruppelederne na selv kan
publisere direkte pa nettsida. Nytt domenenavn er pa plass,
sida finnes pa www.hitra-idrettslag.no

Nyheter fra Hitra IL

PRSI I e

Det er gjenopprettet kontakt med utstyrsgrossisten Scantrade, som har hatt flere mannskapsbytter det siste
aret. Jeg har ellers bistatt gruppeledere med uttak av utstyr finansiert giennom sponsormidler/utstyrsavtalen
med Scantrade/Sport1.

Bjgrn Lie Rpuningen, ansvarlig Rommuniikasjon og klubbkolleksjon

Transaksjon 0922211555753889%392 Signert RIA HIR, S&sHHHHR



http://www.hitra-idrettslag.no/

ARSMELDING FRA ANLEGGSGRUPPA

Bror Blichfeldt (leder og kasserer), Kristian Cato Haugen og Ove Fiskvik.

BLASKOGHYTTA

Hytta har som vanlig veert dpen for alle som gnsker a bruke den.
Utleien har veert begrenset. Hytta har ikke veert pen med servering
noen helger.

BLASKOGSTIEN OG TORGHATTSTUA

Bygd midlertid lagrings-bod for sngscooteren og transport-henger
mm pa P-plass tilhgrende Fillan Borettslag ved starten av
Blaskogstien. | tillegg til aksept for & ha boden staende der, har vi
ogsa fatt tillatelse til & brgyte og bruke plassen ved behov for ekstra
parkeringsplass (pa store utfartsdager nar det er mange som bruker
skilaypene mv).

Vedlikeholdt turveien etter beste evnhe med tilgjengelig utstyr, bl a
ryddet unna vegetasjon 2 ganger i vekstsesongen hvor 3 -4 mann
nedla et betydelig antall dagsverk uten & rekke over det vi hadde
planlagt.

. : : Komprimert sna og laget skispor nar forholdene tillot det, bade pa
Blaskogstlen og Gammelvegen med tilliggende avstikkere og rundlayper. Blaskogstien er fortsatt mye brukt som
tursti bAde sommer og vinter. Det er ikke gjort spesielle vedlikeholdstiltak i lgpet av aret.

EAHOLMEN NARMILIGANLEGG/AURN

Det har veert fa henvendelser vedr bruk av anlegget pa kveld og helg, bade av privatpersoner og lag. Flest
foresparsler fra ukrainere i anledning private samlinger og besgk utenfra. Utfart mindre vedlikeholdsoppgaver
og vaktmestertjenester, samt innleid faghjelp vedr toalettet pga. hyppige feilmeldinger. 2 runder med fjerning av
vegetasjon langs turstiene rundT Aurtjgnna i lapet av sommeren.

EIDSVATNET BADEPLASS (Kristian Cato Haugen)
Som sagt har det ikke vaert mye nyskapning i 2024 pa Eidsvatnet, annet en litt rydding. Flaten fikk jeg koblet las
og dratt mot land og snudd rundt her pa tampen av aret.

FILLAN FRITIDSPARK

Etter at skolelokalene for Fillan skole ble flyttet i brakker pa den gamle bussholdeplassen i Fillan i var, er
naermiljgomradet vart benyttet som friomrade for elevene hvert friminutt. Det er enna ikke inngatt utvidet avtale
om leie mellom HIL og Hitra kommune, men det ma komme pé plass i 2025.

| forbindelse med omlegging av busstrafikken, ble deler av BMX-lgypa fjernet. Denne ma pa plass igjen nar
nyskolen star ferdig.

HITRA IDRETTSPARK (BALLBINGE, LOPEBANE, TENNISBANE)

Tennisbanen er stadig i bruk om sommeren. Det er tettet under gjerde med ekstra planker og hengt opp nytt
nett mot 7-erbanen slik at vi lettere fanger opp baller pa avveie. Det er montert nytt lys i stolpen mot banen.
Ballbingen er mye brukt som lekearena.

Liten aktivitet pa friidrettsanlegget.

VIKANSTIEN (Steinar Johnsen)
Vikanstien er mye brukt. For at det skal veere tgrt og fint & ga der, er det lagt ut planker over mange blauthull i
lgpet av sommeren.

Transaksjon 0922211555753889%392 Signert RIA HIR, S&sHHHHR




NYE ANLEGG
Ingen nye anlegg er under planlegging eller tatt i bruk dette aret.

Bror Blichfeldt, Leder L anleggsgruppa

ARSMELDING FRA HUSSTYRET FOR KLUBB- OG GRENDAHUSET

Oddvar Olsen - leder

Ann Eriksen — kasserer

Jan Egil Handberg — utleieansvarlig
Ann Kristin Forfot - styremedlem

KLUBBHUSET

Dette er det farste driftsaret med nytt klubbhus. Forventningene sett fra husstyrets synspunkt er innfridd. Vi har
godt med utleie, bade internt fra lagets avdelinger og eksternt fra private og andre lag/ foreninger. Garasjen er
innredet for anleggsgruppa, med kjgretay og tilhengere, og ikke minst driftsmateriell for stier og skilgyper.
Hemsen i andre etasje er tiltenkt som lager for de ulike avdelingene, men er sa langt ikke tatt noe saerlig i bruk.
Arsak er uviss.

| lgpet av aret mottok vi i gave mer enn 30 sammenleggbare stoler og 4 bord, ogsd sammenleggbare. Disse er
godt egnet ved utendagrsarrangement, f.eks. St Hans feiring.

Det er etablert fast utleie pa dagtid pa tirsdager, med LHL Hitra, til seniordans.

Sammen med annen utleie er huset dermed utleid 17 ganger av eksterne brukere (betalende) og 33 ganger av
laget selv.

Sa langt er det ikke etablert avtale med renholder. Renhold utfares i egen regi som dugnad.

Tilbakemeldinger tilsier at lokalet er attraktivt a leie, og sa far vi hape at denne tilfredsheten spres rundt
omkring.
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GRENDAHUSET
| avtalen med Hitra kommune er innbakt at bygget skal fungere som grendahus, og er derfor fristilt fra leietakers
bruk fra fredag kl 15.00 og til mandag morgen.

Pa slutten av aret ble vi forelagt planer fra Hitra kommune om endring av parkering og kigremgnster i og ved
grendahuset og barnehagen. Samarbeidet om planlegging fgres videre inn i 2025. Prosjektet vil ikke medfare
gkonomiske uttellinger for oss.

Prosjektets hovedmal er & bedre trafikksikkerheten.

| grendahuset har det veert 22 utleier (helger). | tillegg har vi klart & finne rom for Hitrapensjonistene sin
torsdagsdans annenhver maned, arrangert mellom 18.00 og 22.00.

JKONOMI

Arets regnskap viser et underskudd pé - kr 15 382, noe som skyldes nedskriving pa klubbhuset med kr 155 400.
Sett bort fra nedskrivningene har vi et driftsmessig overskudd pa kr 140 018. Dette belgpet kan d&rsmgatet vedta
a bruke til nedbetaling av lan. Kontobeholdning péa kr 70 200 pr 31.12 2024.

2024..farste driftsdr med eget klubbhus og egen utstyrsgarasje.

oddvar Olsewn, leder L husstgret

ARSMELDING POLITIATTESTER

| lgpet av aret har trenere, oppmenn og andre ansvarlige i de ulike gruppene sagkt om og fatt registrert sine
politiattester i Hoopit. Det har veert en gkning i antall fra foregdende ar. Honngr til gruppeledere som falger opp
dette arbeidet kontinuerlig.

I november deltok undertegnede pa NIF sitt webinar om digitalisering av sgknadsprosessen rundt politiattester.

Dessverre har ikke vi tatt i bruk denne muligheten fordi koplingen mellom vart system, Hoopit, og NIF sitt nye
system ikke er kompatibelt enna. Inntil dette kommer i orden fortsetter vi med gammel ordning.

Sigbjgrn Glgrstad, ansvarlig for politiattester

ARSMELDING FRA HANDBALLGRUPPA

MEDLEMMER
110 spillende medlemmer, 24 av disse er fra 6 ar til 10 ar. 73 av medlemmene er fra 11 ar til 16 ar, dette er
spillere samlet fra alle klubbene pa Hitra, og ett par spillere fra Fraya. Vi har 10 damespillere.

LAG
2024/2025 sesongen har vi hatt fglgende lag: B6, B8, B10, j11,j12, g12,j14, g14 0g j15 og startet et damelag i
aktivitetsserien. Totalt 10 lag i aksjon.
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DUGNADER
Sovest og Regn ble avlyst etter for fa pameldte lag. Pravde & arrangere var 2024, endret til voksen cup hgsten
2024, fremdeles ingen pameldte.

Toppidrettsveka, 40 frivillige i aksjon.
Julekalendere, 1200 solgte.

AKTIVITET

Reisecup til Selbu for alle fra 11 ar og opp til 16.

21 kampdager arrangert pa hjemmebane.

Kickoff i august for & rekruttere og starte opp sesongen.

Minihandball, med b6 og b8, har veert lav aktivitet p4 kamp grunnet manglende engasjement hos annen klubb
som har ansvaret denne sesongen. Det er blitt noen treningskamper, og cup.

Marita Wingan, leder L hdndballgruppa

ARSMELDING FRA FOTBALLGRUPPA

Fotballgruppas ar har vaert godt og vellykket.

NYINVESTERING

Bytte av 3er fotballbaner har veert den stgrste begivenheten. En starre investering som vil bidra til gkt kvalitet pa
trening, samt en tryggere arena pa kamp/trening for de minste. Gjgr ogsa oppsett og opprydding betydelig
lettere ved kampkvelder og treninger, da de forrige banene krevde mange hender, mens na trenger man kun to.

De nye banene vil ogsa veere en inntektskilde, da det skal selges reklameplasser pa disse. Forhapentligvis skal
alle plassene veere dekt fgr sesongstart, og vi er godt i gang.

AKTIVITET
| 2024 har vi hatt lag i felgende aldersklasser: G6/7, G8/9, G10/11, J6/7, J8/9 og J10/11.

Alle lag hadde faste trenere og lagledere, og vi hadde ca. 90 aktive spillere i 2024. En oppgang fra 87 i 2023.
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Lagene har fatt fritt bestemme selv hvilke cuper de gnsker 8 delta pa utenom vanlig seriespill. En del tok turen
til Orkla Sparebank Cup pa Orkanger blant annet. Det ble ogsa arrangert UEFA Playmakers av Hitra Fotballklubb
for vare minste jentespillere og andre lokale idrettslag.

Det ble ogsa arrangert fire kampdager i Hitra Idrettspark i regi av Hitra IL Fotball i 2024. Her mates lokale
idrettslag for & spille mot hverandre. Vi har ogsa deltatt pa kampdager pa Frgya, Dolmgya, Vaslag og Sandstad.

Alle lag har hatt minimum en trening i uken, mens en del ogsa har kjart pa med to. En del lag holder det ogsa
gaende i Hitrahallen gjennom vinteren. Der har vi fatt treningstider noe sporadisk gjennom vinteren i ar grunnet
hoy aktivitet.

Sesongen ble avsluttet med blant annet pizza, brus og bowling.
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KOMPETANSE OG ANSVARSFORDELING

Fotballgruppa er fortsatt i prosess for & fa ordnet et lokalt styre i gruppen. Dette for & fordele oppgaver pa flere,
men ogsa for & gke kompetanse og kvaliteten i arbeidet som blir lagt ned. Dette skal forhapentligvis veere pa
plassi2025. Jevne forum for trenere arrangeres av Hitra Fotballklubb, som alle trenere i Hitra IL har mulighet til
a delta pa. Grasrottrenerkurs tilbys alle trenere.

| 2024 har vi hatt ca. 22 trenere og lagledere fordelt pa 6 lag. Altsa et godt apparat rundt alle lag.

JKONOMI

Investering i nye 3er baner har tappet kontoen en god del, men takket veere et solid bidrag fra hovedlaget er
likviditeten fortsatt ok for lapende drift. Vil ogsa motta utstyrsstipend fra Idrettsforbundet i forbindelse med
denne investeringen. Seknaden her dpnes i februar 2025.

Ytterligere styrking av langsiktig skonomi og likviditeten vil komme i form av salg av reklame pa banene.

odd Jonns Willimann, leder i fotballgruppa

ARSMELDING FRA TENNISGRUPPA

Generelt - medlemstall, anlegg, skonomi og utdanning

Medlemstallet har holdt seg stabilt pa rundt 25 gjennom aret. Noen forlater gruppa og nye kommer til. De
voksne teller 11 medlemmer. Noen av disse er inaktive — inntil videre. Resten av medlemmene er barn og
ungdommer. 1 2023 innfgrte vi venteliste for den siste gruppa. Det ble viderefgrt i 2024.

Til sommersesongen ble det gjort noen grep péa tennisbaneanlegget i Idrettsparken. Plankegjerdet rundt banen
er sa godt som «potte tett». Ballene forsvinner ikke lenger sa lett. Det ble 0g montert et finmasket ballfangernett
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(50 mm x 50 mm) mot avlastningsbanen. Midtstropp for tennisnett ble anskaffet. Her fikk gruppa god hjelp av
anleggsgruppa til 8 henge det opp. Et slikt nett hadde veert gnsket lenge. For barne- og ungdomsgruppa ble det
investert i nye baller. @nsker for 2025 ma veere nytt tennisnett og kanskje poengtavle som kan monteres pa
innsiden av gjerdet.

@konomien i gruppa er i pluss. Det kreves inn treningsavgifter for & dekke inn kontingenten til Tennis- og
Padelforbundet. Per na er den pa kr 110 for spillere under 13 og kr 130 for 13 og eldre. De fleste betaler, men det
ma purres en del for enkelte medlemmer. Som leder og skonomiansvarlig skulle man selvsagt gnske at man
ikke bruker ungdvendig tid og ressurser pa slik oppfelging. Tennisgruppa fikk tildelt stgtte fra W Initiative.
Mesteparten gikk til ballfangernett og baller. Resten var tenkt avsatt til premier til klubbmesterskap pa hasten,
men dette fikk vi ikke til. Kanskje i 20257

Jeg gikk ut med informasjon til medlemmene - og seerlig foreldre, i et forsgk pa a rekruttere flere til 4 ta
trenerkurs. Trenerteamet burde vaert styrket, slik at flere kan bidra, men vi lyktes ikke med dette i hast. En var litt
interessert, men at timingen ikke var den beste da.

Aktivitet, voksne

Aktiviteten fra nyaret i fjor og fram til sommeren var god. Vi var stort sett 4-5 pa trening fredagskveld. Vi fikk
tildelt samme treningstid for hgsten 2024, men de voksne kom aldri i gang med noe trening far vi rundet 2025. |
skrivende stund er vi litt pa gang igjen. Noen av oss.

Aktivitet, barn og unge -ingen kommentarer

Gunnar Selsbak, leder [ tennisgrippa og vejin Jovie

ARSMELDING FRA ALLIDRETT

-

Det er en kjiempefin gjeng vi har pa Allidretten! Litt liten deltagelse ved starten, men fikk delt informasjon pa
barnehagegruppen i Fillan, som ga resultater. Gjennomsnittsalderen er noe lavere enn tidligere, der fleste er ca.
3 ar. Vi har brukt litt av hgsten pa & bli bedre kjent med hverandre og gjgre barna trygge.

Vi vil ogsa benytte oss av uteomradet i Fillan fremover mot varen, med bade tur til Aurn, der vi far testet
koordinasjon i ulent terreng, korte lommelyktturer og evt. aking nar sngen er her.

Ellers har vi, og vil fortsette & benytte oss av aktivitetshallen. Det aller artigste for tiden er hinderlgyper der vi far
testet godt balanse og koordinasjon.

Ellers merkes det at det er kun én trener - noe som gjar det veldig sarbart. Jeg vil fortsette aktivt & fa innhentet
flere andre foreldre til & bli med som hjelpere, slik at vi unngar & ma avlyse treningene.

na johanne Jobotwn, Leder L allidrettsgruppa
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ARSMELDING FRA BUESKYTTERGRUPPA

ARSMELDING 2023 W& world archery
S WM norway

DPWVELESONT I TERIKE

Hitra IL Bueskyttere er en gruppe | Hitra idrettslag med bueskyting som aktivitet, organisert | Norges
Bueskytterforbund og Norges idrettsforbund (NIF) glennom Trendelag idrettskrets og underiagt NIfs
lover og vedtekter,

1 2024 har bueskyttergruppa hatt aktivitet gjennom hele aret.
Mesteparten av aktiviteten har vaert pd e hjemmebanes i Hitrahallen Skytebane.
Gruppa har som i 2023 hatt tildelt treningstid pd mandager gjennom hele 2024,

| starten av dret hadde vi besgk fra Norges Bueskytterforbunds utviklingsansvarlige, et besgk hvor
bide Hitra og Fraya ble aviagt bespk. Det ble i forbindelse med dette gjennomfprt
Aktivitetslederkurs, og Mitra IL har nd 3 stk forbundsgodkjente aktivitetsledere for bueskyting.

Gruppa har i 2024 gitt til innkjop av startpakker for bueskyting for barn, i
tillegg til skivematter ete Det er ogsd laget en del utstyr pd dugnad og noe
med bidrag av privat materiedl.

Det har vasrt bra aktivitet | barnegruppa som trener mandager fra ki 17.
Mange har vaert innom for & prave, og en fast stamme har vaert med
giennam hele dret. Pa slutten av dret hadde gruppa en hel dag med 4.
klasse ved Fillan skole, hvor alle elevene giennomgikk
sikkerhetsbestemmelser og fikk prave seg med bue. Det ser ut il § vare
et stort potensial for rekruttering til barnegruppa.

Seniorgruppa har hatt treningstid etter barnegruppa, hvor en handfull
skyttere har deltatt, i tillegg til en del drop-in utenom.

| starten av 2024 ble det gjennomfigrt en intern klubbeup mellom Hitra og
Froya bueskyttere, hvor to konkurranser ble giennomfart i Hitrahallen og
to i Froya storhall, Fra Hitra deltok bide barn og voksne.
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P& seniornivi har gruppa hatt deltagekse i de fleste av konkurransene som har vaert gjennomfart i
Bueskytterregion Midt-Norge, i tillegg til deltakelse pd NM 50m pa Sprumsand. To av mediemmene
skal ogsh representere IGA Hitra ved gylekene pd Orknpyene sommeren 2025.

Som i 2023 er forbruksmateriell pd skytebanen innkjppt av banens husvert, Hitra Spartsskyttere, mot
at bueskytterne betaler treningsavgift kr. 30,- pr gang i likhet med alle andre brukere av banen.

Gruppeleder | 2024 har vart Jgrgen Obsen, Kristian Cato Haugen har vaert nestleder. Begge har sagt
seg villig til 3 fortsette i 2025.

01.01.2025
lgegen Olsen

Jproen Olsen, leder L bueskyttergruppa

Signert RIA HIR, S&sHHHHR
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ARSMELDING FRA SEILEGRUPPA

Bror Blichfeldt (leder) og Sergio A. Gomes (trener og materiellansvarlig)

AKTIVITET
2.til 7. klasse pa alle skoler i Hitra kommune ble pa varen invitert til 4 seile en hel formiddag. Det var den
enkelte lezerer som bestemte om de skulle delta eller ikke, i hvert fall var det slik pa Fillan skole.

De som takket ja til tilbudet var:

Fillan skole, 5. og 7. klasse, tre dager hver gruppe

Knarrlagsund skole (blanding av elever i forskjellig alder), to dager
Sandstad skole, 5. klasse, to dager

Det ble litt begeistring blant 5. klassingene.
Dessverre var det ingen fra 2. til 4. klasse som seilte i ar, en aldersgruppe som er mer apen for & gjgre noe pa
ettermiddager.

De som kom, fikk tiloud om & seile videre pa ettermiddager og i sommerferien. Et par unger kom noen dager og
seilte giennom sommeren.

Sa langt har vi ikke fatt i gang en fast gruppe med barn/unge som @nsker & leere mer om seiling over tid.

Serglo 09 Bror, seilegruppa

ARSMELDING FRA E-SPORTGRUPPA

Arsmelding fra e-sportgruppa er ikke mottatt nar arsmeldingen
sendes ut for signering.

Fra gruppas FB side henter vi falgende informasjon vedr. hgsten
24:

«Vi starter opp med samlinger for E-sportlaget onsdag 11.09.
kl. 18:00 pa Basen i Fillan. Alle som géri 6. klasse og oppover er
velkomne til & prgve ut 2 samlinger gratis.

Vi har kun to kriterier:
1. interesse for gaming.

2. medlemskap i Hitra IL
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INNKOMNE SAKER

TIL BEHANDLING PA ARSM@TET

1. Styrets innstilling til arsmgtet knyttet til videreutvikling av organisering og arbeidsform for
hovedstyret

Styret skali lapet av 2025 iverksette en prosess med formal a kartlegge mulighetene som finnes for &
videreutvikle organisering og arbeidsform for hovedstyret i idrettslaget. Antall medlemmer, oppgavefordeling,
deltagelse fra gruppeledere og matehyppighet méa kartlegges og vurderes, med den hensikt a viderefgre og
videreutvikle en inkluderende og motiverende organisasjonsform for hovedstyret.

Norges idrettsforbund vil kunne stille som prosessledere og veilede styreti arbeidet. Denne ytelsen vil veere
kostnadsfri for idrettslaget.

Hovedmalet med arbeidet vil veere & sikre at hovedstyret er organisert og arbeider slik at det skapes mest mulig
aktivitet ute i gruppene i idrettslaget.

Det foreslas at to til tre personer har det overordnede ansvaret for & iverksette prosessen, sikre dialog med
Idrettsforbundet og ha ansvaret for giennomfgring av mgter lokalt og legge til rette for prosessveiledning fra
Idrettsforbundet. En av disse bar representere kontinuiteten i idrettslaget gjennom deltagelse i hovedstyret
over flere ar, og en representant bar vaere av nyere erfaring med motivasjon for & fortsette med tillitsverv i
hovedstyret i arene fremover.

Ved eventuelt forslag til omstilling og omorganisering skal denne fremlegges for arsmgtet i 2026.

Farti pennen av Jens Mortensvik

2. Endringiorganisasjonsplanen i.f.m. opprettelse av en racketgruppe bestaende av tennis,
bordtennis og badminton

RACKETGRP: Idrettslagets drsmgte kan beslutte & opprette og nedlegge grupper, og hvordan disse skal
TENNIS organiseres og ledes. Dettes vedtas i.f.m. arlig behandling av idrettslagets
BORDTENNIS organisasjonsplan.
DAl Hver gruppe skal ha et gruppestyre med minst 3 medlemmer.
Innstilling:

Bordtennis og badmington innlemmes som nye idrettsgrener i Hitra IL. De sgker om tilslutning til aktuelle
seerforbund sa snart det er gnskelig. Disse nye grenene sammenslas med den eksisterende tennisgruppa.
Grenene vil hver for seg svare for sitt seerforbund m.h.t kommunikasjon (oppnevne en kontaktperson),
registrering og kjgp av spillerlisenser for aktive turneringsspillere, rapportere arlig sine aktivitetstall til Norges
Idrettsforbund og all annen virksomhet knyttet til sitt seerforbund.

En ny sammenslatt gruppe, f.eks heretter kalt «racket», bestdende av grenene tennis, badmington og
bordtennis blir en sammenslutning av mer praktisk art - der tre idrettsgrener samarbeider i og organiserer et
styre med én overordnet leder og representanter fra de ulike grenene som kan serge for normal drift i forhold til
oppgaver som:

- Tar imot epost fra seerforbund, star oppfart som kontaktansvarlig
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- Medlemsoppfalging/Hoopit og skonomi — innkreving av treningsavgifter, bestilling av utstyr osv

- Instruktgrer til aktiviteten/utdanningsansvarlig

- Lisensansvar —ved behov for aktive turneringsspillere. https://www.minidrett.no/oversikt/lisens
- Annet?

Jeg ikke helt hvor mange medlemmer det er behov for i slikt samarbeidende styre, men det kan f.eks veere én-to
fra hver gren. Oppgaver/ansvar kan deles pa tvers dersom det er hensiktsmessig.

Forslag:
En felles epost/kontaktansvarlig for tennis og bordtennis. Badmington skjatter eget bruk.
Lisensansvarlig kan falge opp alle tre grener (ikke snakk om store behovet)?

Medlemsoppfalging kan 6g gjgres pa tvers, dersom én ansvarlig far tilgang til alle grenene i Hoopit. Alternativt
at ansvarlig for medlemsoppfalging/akonomi fra tennis ivaretar bordtennis-medlemmene en periode inntil de
klarer a gjare dette selv. For eksempel til neste ars arsmate. Badmington skjatter sitt ansvar i dette
ansvarsomradet selv.

Instruktgrer til aktiviteten/utdanningsansvarlig: dette skjgter gruppene selv. Leder for gruppen kan veere
behjelpelig med & finne informasjon om kurs.

Forti pennen av Gunnar Selsbak

VALG

VALGKOMITEENS INNSTILLING
VIL BLI PRESENTERT PA ARSM@TET

Leder Randi Storsve Lundquist, ikke pa valg, sitter til 2026
Nestleder Jens Huse Mortensvik, pa valg

Styremedlem Bjgrn Rgnningen, ikke pa valg, sitter til 2026
Styremedlem Sigbjgrn Glgrstad, pa valg

Styremedlem Kine Heggvold Reitan, ikke pa valg, sitter til 2026
Varamedlem Turid Glgrstad, pa valg

Styremedlemmer velges for 2 ar, varamedlemmer for 1 ar

Kontrollkomite velges for 1 &r: minimum 2 medlemmer og 1 varamedlem
Valgkomite velges for 1 ar: 1 leder, 2 medlemmer og 1 varamedlem




¢ \Vedtektene sier ikke noe om maksimum antall medlemmer i styret, men minimum antall er satt til leder,
nestleder, 1 styremedlem og 1 varamedlem. Det er derfor ikke nadvendig med noen vedtektsendring i.f.m.

arets valg.
e Leder og nestleder velges enkeltvis. @vrige medlemmer velges samlet, deretter velges varamedlemmer
samlet.

REGNSKAP VIL BLI PRESENTERT PA ARSM@TET

HITRA |.L

konkurranse lek og sa”hold

sport Barneldrett Te

pall + E-
Handball - Fot
Bueskyting Ak'"gos
Turleype S :;mer

Hitra, 6. februar 2025
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Evidence quality of Scrive e-signed documents

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2025-02-10 12:13:54.470221 UTC ±0 ms

    		2025-02-10 12:13:30.027379 UTC

    		

      37.18.64.23

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/132.0.0.0 Safari/537.36 Edg/132.0.0.0

      

    

    		

      

        The initiator Randi Lundquist (RL1) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_NO, c) set the signing due date to 2025-02-12 22:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2025-02-10 12:13:54.470221 UTC ±0 ms

    		2025-02-10 12:13:30.027379 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (r.s.lundquist@hotmail.com) to Randi Lundquist (RL2). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-02-10 12:13:54.470221 UTC ±0 ms

    		2025-02-10 12:13:30.027379 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (bjorn.ronningen@adresseavisen.no) to Bjørn Rønningen (BR). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-02-10 12:13:54.470221 UTC ±0 ms

    		2025-02-10 12:13:30.027379 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (siggl@trondelagfylke.no) to Sigbjørn Glørstad (SG). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-02-10 12:13:54.470221 UTC ±0 ms

    		2025-02-10 12:13:30.027379 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jensmortensvik@gmail.com) to Jens Mortensvik (JM). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-02-10 12:13:54.470221 UTC ±0 ms

    		2025-02-10 12:13:30.027379 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (kine.heggvold.reitan@hitra.kommune.no) to Kine Heggvold Reitan (KHR). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-02-10 12:14:00.361866 UTC ±0 ms

    		2025-02-10 12:13:30.027379 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Bjørn Rønningen (BR) was delivered.

      


    

  



  

  

    		2025-02-10 12:14:00.374662 UTC ±0 ms

    		2025-02-10 12:13:30.027379 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Sigbjørn Glørstad (SG) was delivered.

      


    

  



  

  

    		2025-02-10 12:14:00.387237 UTC ±0 ms

    		2025-02-10 12:13:30.027379 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jens Mortensvik (JM) was delivered.

      


    

  



  

  

    		2025-02-10 12:14:00.401613 UTC ±0 ms

    		2025-02-10 12:13:30.027379 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Kine Heggvold Reitan (KHR) was delivered.

      


    

  



  

  

    		2025-02-10 12:14:18.179264 UTC ±0 ms

    		2025-02-10 12:13:30.027379 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Randi Lundquist (RL2) was delivered.

      


    

  



  

  

    		2025-02-10 12:15:34.213043 UTC ±1 ms

    		2025-02-10 12:13:30.027379 UTC

    		

      37.18.64.23

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/132.0.0.0 Safari/537.36 Edg/132.0.0.0

      

    

    		

      

        The party Randi Lundquist (RL2) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-02-10 12:16:21.016235 UTC ±1 ms

    		2025-02-10 12:13:30.027379 UTC

    		

      37.18.64.23

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/132.0.0.0 Safari/537.36 Edg/132.0.0.0

      

    

    		

      

        The signatory Randi Lundquist (RL2) signed the document.

      


    

  



  

  

    		2025-02-10 12:55:20.925982 UTC ±10 ms

    		2025-02-10 12:13:30.027379 UTC

    		

      194.19.36.2

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.0.0.0 Safari/537.36

      

    

    		

      

        The party Bjørn Rønningen (BR) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-02-10 13:01:55.6549 UTC ±11 ms

    		2025-02-10 12:13:30.027379 UTC

    		

      185.161.57.249

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/132.0.0.0 Safari/537.36 Edg/132.0.0.0

      

    

    		

      

        The party Sigbjørn Glørstad (SG) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-02-10 13:09:51.931169 UTC ±13 ms

    		2025-02-10 12:13:30.027379 UTC

    		

      185.161.57.249

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/132.0.0.0 Safari/537.36 Edg/132.0.0.0

      

    

    		

      

        The signatory Sigbjørn Glørstad (SG) signed the document.

      


    

  



  

  

    		2025-02-10 14:37:29.495602 UTC ±2 ms

    		2025-02-10 14:13:33.708419 UTC

    		

      89.8.251.192

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Jens Mortensvik (JM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-02-10 14:41:41.51599 UTC ±2 ms

    		2025-02-10 14:13:33.708419 UTC

    		

      89.8.251.192

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Jens Mortensvik (JM) signed the document.

      


    

  



  

  

    		2025-02-11 10:11:02.44488 UTC ±29 ms

    		2025-02-11 09:14:16.01587 UTC

    		

      212.251.211.83

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.0.0.0 Safari/537.36

      

    

    		

      

        The party Bjørn Rønningen (BR) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-02-11 10:13:47.96764 UTC ±30 ms

    		2025-02-11 09:14:16.01587 UTC

    		

      212.251.211.83

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Bjørn Rønningen (BR) signed the document.

      


    

  



  

  

    		2025-02-11 13:11:38.461772 UTC ±26 ms

    		2025-02-11 12:14:21.316678 UTC

    		

      37.18.64.23

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/132.0.0.0 Safari/537.36 Edg/132.0.0.0

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Kine Heggvold Reitan (KHR) at the request of the user Randi Lundquist (RL1). The reminder message from the user Randi Lundquist (RL1) was: 
 Hei Kine, jeg mangler kun din signering..

      


    

  



  

  

    		2025-02-11 13:11:43.491592 UTC ±26 ms

    		2025-02-11 12:14:21.316678 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Kine Heggvold Reitan (KHR) was delivered.

      


    

  



  

  

    		2025-02-11 15:44:21.153913 UTC ±15 ms

    		2025-02-11 15:14:26.803123 UTC

    		

      85.164.29.243

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Kine Heggvold Reitan (KHR) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-02-11 15:44:33.402228 UTC ±16 ms

    		2025-02-11 15:14:26.803123 UTC

    		

      85.164.29.243

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Kine Heggvold Reitan (KHR) signed the document.

      


    

  



  

  

    		2025-02-11 15:44:33.402228 UTC ±16 ms

    		2025-02-11 15:14:26.803123 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2025-02-11 15:44:33.669322 UTC ±16 ms

    		2025-02-11 15:14:26.803123 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.14 ms

		standard deviation: 1.59 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈88.266%

		|e| < 5 ms: ≈99.826%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2024-12-31 23:35:46.372679 UTC and 2025-02-11 15:14:26.803123 UTC:







  		Time collected

  		Clock offset







  

    		2024-12-31 23:35:46.372679

    		-1.5 ms

  





  

    		2025-01-01 00:35:49.07603

    		2.0 ms

  





  

    		2025-01-01 01:35:51.556335

    		0.1 ms

  





  

    		2025-01-01 02:35:53.451943

    		1.8 ms

  





  

    		2025-01-01 03:35:55.648038

    		3.8 ms

  





  

    		2025-01-01 04:35:58.273086

    		3.2 ms

  





  

    		2025-01-01 05:35:59.798542

    		1.0 ms

  





  

    		2025-01-01 06:36:02.25132

    		1.2 ms

  





  

    		2025-01-01 07:36:04.965614

    		-1.1 ms

  





  

    		2025-01-01 08:36:06.625859

    		-3.0 ms

  





  

    		2025-01-01 09:36:09.463582

    		0.1 ms

  





  

    		2025-01-01 10:36:11.655347

    		0.3 ms

  





  

    		2025-01-01 11:36:14.821114

    		-0.3 ms

  





  

    		2025-01-01 12:36:17.21084

    		2.3 ms

  





  

    		2025-01-01 13:36:19.208643

    		0.5 ms

  





  

    		2025-01-01 14:36:20.726554

    		-1.7 ms

  





  

    		2025-01-01 15:36:22.828239

    		0.0 ms

  





  

    		2025-01-01 16:36:25.149559

    		1.8 ms

  





  

    		2025-01-01 17:36:27.130039

    		0.8 ms

  





  

    		2025-01-01 18:36:31.119504

    		-0.6 ms

  





  

    		2025-01-01 19:36:33.642999

    		1.0 ms

  





  

    		2025-01-01 20:36:37.644281

    		-1.1 ms

  





  

    		2025-01-01 21:36:39.874644

    		-0.6 ms

  





  

    		2025-01-01 22:36:42.047864

    		-1.3 ms

  





  

    		2025-01-01 23:36:43.956575

    		1.1 ms

  





  

    		2025-01-02 00:36:45.908264

    		0.0 ms

  





  

    		2025-01-02 01:36:47.981106

    		-1.2 ms

  





  

    		2025-01-02 02:36:49.645331

    		-1.0 ms

  





  

    		2025-01-02 03:36:51.957902

    		0.6 ms

  





  

    		2025-01-02 04:36:54.294021

    		0.8 ms

  





  

    		2025-01-02 05:36:56.431753

    		0.6 ms

  





  

    		2025-01-02 06:36:58.779731

    		1.8 ms

  





  

    		2025-01-02 07:37:01.900169

    		0.7 ms

  





  

    		2025-01-02 08:37:04.333077

    		3.5 ms

  





  

    		2025-01-02 09:37:06.345103

    		1.6 ms

  





  

    		2025-01-02 10:37:08.152526

    		0.6 ms

  





  

    		2025-01-02 11:37:10.376868

    		-0.8 ms

  





  

    		2025-01-02 12:37:13.887522

    		4.2 ms

  





  

    		2025-01-02 13:37:17.315506

    		2.3 ms

  





  

    		2025-01-02 14:37:20.585699

    		-0.4 ms

  





  

    		2025-01-02 15:37:22.341135

    		0.9 ms

  





  

    		2025-01-02 16:37:25.170137

    		1.6 ms

  





  

    		2025-01-02 17:37:27.010641

    		1.1 ms

  





  

    		2025-01-02 18:37:31.162254

    		2.5 ms

  





  

    		2025-01-02 19:37:33.137819

    		0.1 ms

  





  

    		2025-01-02 20:37:35.809688

    		-6.3 ms

  





  

    		2025-01-02 21:37:39.018851

    		-6.8 ms

  





  

    		2025-01-02 22:37:40.725403

    		-3.4 ms

  





  

    		2025-01-02 23:37:42.507083

    		2.0 ms

  





  

    		2025-01-03 00:37:45.847593

    		0.9 ms

  





  

    		2025-01-03 01:37:48.658069

    		-2.8 ms

  





  

    		2025-01-03 02:37:52.492949

    		0.6 ms

  





  

    		2025-01-03 03:37:55.78734

    		-1.1 ms

  





  

    		2025-01-03 04:37:59.902424

    		0.0 ms

  





  

    		2025-01-03 05:38:02.661589

    		0.0 ms

  





  

    		2025-01-03 06:38:05.60407

    		-0.7 ms

  





  

    		2025-01-03 07:38:08.995823

    		0.5 ms

  





  

    		2025-01-03 08:38:11.077258

    		1.0 ms

  





  

    		2025-01-03 09:38:12.698282

    		3.6 ms

  





  

    		2025-01-03 10:38:15.887694

    		-0.6 ms

  





  

    		2025-01-03 11:38:18.215821

    		-0.6 ms

  





  

    		2025-01-03 12:38:19.863085

    		1.7 ms

  





  

    		2025-01-03 13:38:21.662319

    		3.1 ms

  





  

    		2025-01-03 14:38:25.040249

    		1.6 ms

  





  

    		2025-01-03 15:38:28.223295

    		-0.5 ms

  





  

    		2025-01-03 16:38:31.107549

    		-2.1 ms

  





  

    		2025-01-03 17:38:32.813088

    		-0.2 ms

  





  

    		2025-01-03 18:38:35.863763

    		-0.4 ms

  





  

    		2025-01-03 19:38:38.473226

    		-1.5 ms

  





  

    		2025-01-03 20:38:41.600249

    		1.3 ms

  





  

    		2025-01-03 21:38:43.998521

    		0.5 ms

  





  

    		2025-01-03 22:38:46.139093

    		-0.3 ms

  





  

    		2025-01-03 23:38:49.22047

    		-0.9 ms

  





  

    		2025-01-04 00:38:51.338467

    		-1.6 ms

  





  

    		2025-01-04 01:38:54.961216

    		2.0 ms

  





  

    		2025-01-04 02:38:57.804068

    		5.6 ms

  





  

    		2025-01-04 03:39:01.144664

    		-1.0 ms

  





  

    		2025-01-04 04:39:03.853636

    		1.0 ms

  





  

    		2025-01-04 05:39:06.244446

    		-0.7 ms

  





  

    		2025-01-04 06:39:08.045365

    		-1.5 ms

  





  

    		2025-01-04 07:39:11.740446

    		-1.7 ms

  





  

    		2025-01-04 08:39:14.829279

    		-1.5 ms

  





  

    		2025-01-04 09:39:16.470832

    		1.4 ms

  





  

    		2025-01-04 10:39:18.468927

    		0.0 ms

  





  

    		2025-01-04 11:39:20.978568

    		2.1 ms

  





  

    		2025-01-04 12:39:22.558775

    		2.0 ms

  





  

    		2025-01-04 13:39:24.40519

    		-0.5 ms

  





  

    		2025-01-04 14:39:26.054725

    		0.2 ms

  





  

    		2025-01-04 15:39:27.696981

    		0.5 ms

  





  

    		2025-01-04 16:39:29.815953

    		0.0 ms

  





  

    		2025-01-04 17:39:33.256245

    		2.4 ms

  





  

    		2025-01-04 18:39:36.220043

    		0.4 ms

  





  

    		2025-01-04 19:39:37.931803

    		0.7 ms

  





  

    		2025-01-04 20:39:40.011324

    		-1.2 ms

  





  

    		2025-01-04 21:39:42.811366

    		-0.3 ms

  





  

    		2025-01-04 22:39:45.633105

    		0.8 ms

  





  

    		2025-01-04 23:39:48.233605

    		1.9 ms

  





  

    		2025-01-05 00:39:50.466318

    		0.9 ms

  





  

    		2025-01-05 01:39:53.820991

    		-1.1 ms

  





  

    		2025-01-05 02:39:57.686477

    		-2.2 ms

  





  

    		2025-01-05 03:39:59.761119

    		-1.4 ms

  





  

    		2025-01-05 04:40:02.440218

    		-0.2 ms

  





  

    		2025-01-05 05:40:04.78605

    		-0.2 ms

  





  

    		2025-01-05 06:40:06.357844

    		-0.5 ms

  





  

    		2025-01-05 07:40:10.270913

    		2.0 ms

  





  

    		2025-01-05 08:40:12.931521

    		-0.4 ms

  





  

    		2025-01-05 09:40:15.434378

    		0.5 ms

  





  

    		2025-01-05 10:40:17.073695

    		0.2 ms

  





  

    		2025-01-05 11:40:19.042117

    		0.0 ms

  





  

    		2025-01-05 12:40:20.64539

    		-0.3 ms

  





  

    		2025-01-05 13:40:22.432485

    		3.0 ms

  





  

    		2025-01-05 14:40:26.130307

    		2.3 ms

  





  

    		2025-01-05 15:40:28.195845

    		-0.4 ms

  





  

    		2025-01-05 16:40:30.349344

    		-0.2 ms

  





  

    		2025-01-05 17:40:34.176467

    		0.9 ms

  





  

    		2025-01-05 18:40:36.072671

    		0.0 ms

  





  

    		2025-01-05 19:40:37.616334

    		-0.8 ms

  





  

    		2025-01-05 20:40:39.392756

    		-0.7 ms

  





  

    		2025-01-05 21:40:41.300308

    		0.6 ms

  





  

    		2025-01-05 22:40:43.014231

    		-0.8 ms

  





  

    		2025-01-05 23:40:44.912167

    		0.6 ms

  





  

    		2025-01-06 00:40:49.113612

    		0.0 ms

  





  

    		2025-01-06 01:40:51.349139

    		0.9 ms

  





  

    		2025-01-06 02:40:54.773347

    		0.3 ms

  





  

    		2025-01-06 03:40:57.593801

    		3.4 ms

  





  

    		2025-01-06 04:41:00.168348

    		1.7 ms

  





  

    		2025-01-06 05:41:02.622881

    		-0.1 ms

  





  

    		2025-01-06 06:41:04.344941

    		1.6 ms

  





  

    		2025-01-06 07:41:06.861623

    		0.8 ms

  





  

    		2025-01-06 08:41:08.742661

    		0.0 ms

  





  

    		2025-01-06 09:41:10.907468

    		-0.9 ms

  





  

    		2025-01-06 10:41:12.950157

    		0.1 ms

  





  

    		2025-01-06 11:41:15.250001

    		-0.6 ms

  





  

    		2025-01-06 12:41:17.596344

    		-0.9 ms

  





  

    		2025-01-06 13:41:19.505608

    		0.1 ms

  





  

    		2025-01-06 14:41:21.277499

    		0.0 ms

  





  

    		2025-01-06 15:41:23.636228

    		0.9 ms

  





  

    		2025-01-06 16:41:25.168491

    		-0.4 ms

  





  

    		2025-01-06 17:41:26.804768

    		-0.3 ms

  





  

    		2025-01-06 18:41:28.826968

    		-0.8 ms

  





  

    		2025-01-06 19:41:32.206663

    		-1.1 ms

  





  

    		2025-01-06 20:41:35.049073

    		-1.7 ms

  





  

    		2025-01-06 21:41:36.665234

    		6.8 ms

  





  

    		2025-01-06 22:41:38.368561

    		-0.5 ms

  





  

    		2025-01-06 23:41:40.335719

    		0.4 ms

  





  

    		2025-01-07 00:41:43.67182

    		0.6 ms

  





  

    		2025-01-07 01:41:45.705503

    		0.1 ms

  





  

    		2025-01-07 02:41:47.839475

    		-0.4 ms

  





  

    		2025-01-07 03:41:50.08858

    		1.5 ms

  





  

    		2025-01-07 04:41:51.715726

    		2.7 ms

  





  

    		2025-01-07 05:41:53.729229

    		4.2 ms

  





  

    		2025-01-07 06:41:56.279515

    		0.6 ms

  





  

    		2025-01-07 07:41:58.138849

    		-0.4 ms

  





  

    		2025-01-07 08:42:00.455071

    		-0.1 ms

  





  

    		2025-01-07 09:42:02.459927

    		4.8 ms

  





  

    		2025-01-07 10:42:04.226502

    		1.9 ms

  





  

    		2025-01-07 11:42:05.928491

    		0.2 ms

  





  

    		2025-01-07 12:42:07.743825

    		0.0 ms

  





  

    		2025-01-07 13:42:09.456164

    		2.7 ms

  





  

    		2025-01-07 14:42:10.992062

    		5.6 ms

  





  

    		2025-01-07 15:42:12.846572

    		0.9 ms

  





  

    		2025-01-07 16:42:14.936831

    		-0.1 ms

  





  

    		2025-01-07 17:42:16.675892

    		0.8 ms

  





  

    		2025-01-07 18:42:18.933799

    		-1.3 ms

  





  

    		2025-01-07 19:42:20.864893

    		-0.9 ms

  





  

    		2025-01-07 20:42:23.799144

    		-1.5 ms

  





  

    		2025-01-07 21:42:25.617251

    		0.9 ms

  





  

    		2025-01-07 22:42:27.6912

    		-0.1 ms

  





  

    		2025-01-07 23:42:29.80115

    		0.4 ms

  





  

    		2025-01-08 00:42:32.876332

    		0.5 ms

  





  

    		2025-01-08 01:42:35.797852

    		-1.0 ms

  





  

    		2025-01-08 02:42:38.036956

    		1.3 ms

  





  

    		2025-01-08 03:42:40.251456

    		-0.8 ms

  





  

    		2025-01-08 04:42:43.009961

    		-0.1 ms

  





  

    		2025-01-08 05:42:45.701368

    		-1.3 ms

  





  

    		2025-01-08 06:42:47.519834

    		2.5 ms

  





  

    		2025-01-08 07:42:50.050949

    		2.9 ms

  





  

    		2025-01-08 08:42:51.694996

    		-1.3 ms

  





  

    		2025-01-08 09:42:54.405271

    		0.3 ms

  





  

    		2025-01-08 10:42:56.683572

    		0.5 ms

  





  

    		2025-01-08 11:42:58.854737

    		1.3 ms

  





  

    		2025-01-08 12:43:02.158702

    		-4.2 ms

  





  

    		2025-01-08 13:43:04.074968

    		-0.3 ms

  





  

    		2025-01-08 14:43:05.726065

    		-0.3 ms

  





  

    		2025-01-08 15:43:07.236195

    		1.1 ms

  





  

    		2025-01-08 16:43:08.736238

    		-2.2 ms

  





  

    		2025-01-08 17:43:10.570471

    		1.9 ms

  





  

    		2025-01-08 18:43:13.001833

    		-2.0 ms

  





  

    		2025-01-08 19:43:15.500019

    		-1.1 ms

  





  

    		2025-01-08 20:43:17.979723

    		-0.5 ms

  





  

    		2025-01-08 21:43:20.702252

    		1.3 ms

  





  

    		2025-01-08 22:43:22.583486

    		-4.4 ms

  





  

    		2025-01-08 23:43:26.151985

    		-1.6 ms

  





  

    		2025-01-09 00:43:28.515863

    		-2.1 ms

  





  

    		2025-01-09 01:43:30.718466

    		0.1 ms

  





  

    		2025-01-09 02:43:34.663539

    		-0.1 ms

  





  

    		2025-01-09 03:43:37.297003

    		-1.8 ms

  





  

    		2025-01-09 04:43:39.57268

    		-1.9 ms

  





  

    		2025-01-09 05:43:42.560043

    		-0.4 ms

  





  

    		2025-01-09 06:43:46.116638

    		-1.2 ms

  





  

    		2025-01-09 07:43:47.754867

    		1.7 ms

  





  

    		2025-01-09 08:43:50.055335

    		2.1 ms

  





  

    		2025-01-09 09:43:51.836107

    		0.6 ms

  





  

    		2025-01-09 10:43:54.050744

    		2.1 ms

  





  

    		2025-01-09 11:43:55.791928

    		3.1 ms

  





  

    		2025-01-09 12:43:57.532818

    		-0.6 ms

  





  

    		2025-01-09 13:43:59.13405

    		1.7 ms

  





  

    		2025-01-09 14:44:01.392657

    		-0.9 ms

  





  

    		2025-01-09 15:44:03.340703

    		0.6 ms

  





  

    		2025-01-09 16:44:05.03638

    		-0.6 ms

  





  

    		2025-01-09 17:44:08.00548

    		-0.8 ms

  





  

    		2025-01-09 18:44:11.072601

    		-0.8 ms

  





  

    		2025-01-09 19:44:14.458583

    		-0.4 ms

  





  

    		2025-01-09 20:44:17.72794

    		-0.5 ms

  





  

    		2025-01-09 21:44:20.640612

    		1.3 ms

  





  

    		2025-01-09 22:44:23.154173

    		1.4 ms

  





  

    		2025-01-09 23:44:25.136038

    		0.5 ms

  





  

    		2025-01-10 00:44:26.809829

    		0.0 ms

  





  

    		2025-01-10 01:44:29.808934

    		-0.4 ms

  





  

    		2025-01-10 02:44:33.794585

    		-0.3 ms

  





  

    		2025-01-10 03:44:36.727315

    		0.8 ms

  





  

    		2025-01-10 04:44:39.552056

    		-1.4 ms

  





  

    		2025-01-10 05:44:42.861064

    		-0.1 ms

  





  

    		2025-01-10 06:44:44.477699

    		2.4 ms

  





  

    		2025-01-10 07:44:46.934882

    		-0.4 ms

  





  

    		2025-01-10 08:44:50.793854

    		-0.8 ms

  





  

    		2025-01-10 09:44:52.312334

    		0.0 ms

  





  

    		2025-01-10 10:44:53.980568

    		0.2 ms

  





  

    		2025-01-10 11:44:56.957678

    		-1.1 ms

  





  

    		2025-01-10 12:44:59.002621

    		-0.7 ms

  





  

    		2025-01-10 13:45:01.130882

    		-1.8 ms

  





  

    		2025-01-10 14:45:02.79992

    		-2.3 ms

  





  

    		2025-01-10 15:45:05.671394

    		2.7 ms

  





  

    		2025-01-10 16:45:07.272751

    		3.6 ms

  





  

    		2025-01-10 17:45:10.472988

    		2.6 ms

  





  

    		2025-01-10 18:45:12.788228

    		0.1 ms

  





  

    		2025-01-10 19:45:14.78634

    		-0.4 ms

  





  

    		2025-01-10 20:45:16.924882

    		1.4 ms

  





  

    		2025-01-10 21:45:19.256512

    		-1.2 ms

  





  

    		2025-01-10 22:45:21.623315

    		1.1 ms

  





  

    		2025-01-10 23:45:23.61404

    		-1.6 ms

  





  

    		2025-01-11 00:45:26.483439

    		-1.1 ms

  





  

    		2025-01-11 01:45:28.256623

    		-0.6 ms

  





  

    		2025-01-11 02:45:31.442419

    		-1.0 ms

  





  

    		2025-01-11 03:45:33.173895

    		-0.3 ms

  





  

    		2025-01-11 04:45:36.261016

    		-0.4 ms

  





  

    		2025-01-11 05:45:39.126353

    		-0.9 ms

  





  

    		2025-01-11 06:45:40.793266

    		-1.6 ms

  





  

    		2025-01-11 07:45:43.267188

    		1.1 ms

  





  

    		2025-01-11 08:45:44.850629

    		2.2 ms

  





  

    		2025-01-11 09:45:46.803129

    		1.1 ms

  





  

    		2025-01-11 10:45:48.546707

    		2.7 ms

  





  

    		2025-01-11 11:45:50.053391

    		2.7 ms

  





  

    		2025-01-11 12:45:51.698726

    		-1.3 ms

  





  

    		2025-01-11 13:45:53.56753

    		2.5 ms

  





  

    		2025-01-11 14:45:54.982632

    		3.0 ms

  





  

    		2025-01-11 15:45:59.035784

    		1.1 ms

  





  

    		2025-01-11 16:46:03.378063

    		1.5 ms

  





  

    		2025-01-11 17:46:06.364693

    		-0.3 ms

  





  

    		2025-01-11 18:46:09.570645

    		0.5 ms

  





  

    		2025-01-11 19:46:11.31021

    		0.8 ms

  





  

    		2025-01-11 20:46:14.95311

    		-0.6 ms

  





  

    		2025-01-11 21:46:16.991579

    		1.0 ms

  





  

    		2025-01-11 22:46:19.112134

    		-4.2 ms

  





  

    		2025-01-11 23:46:21.258689

    		-5.8 ms

  





  

    		2025-01-12 00:46:23.43202

    		-3.6 ms

  





  

    		2025-01-12 01:46:25.420717

    		0.5 ms

  





  

    		2025-01-12 02:46:27.828104

    		-1.0 ms

  





  

    		2025-01-12 03:46:31.396009

    		-0.4 ms

  





  

    		2025-01-12 04:46:34.234341

    		-0.1 ms

  





  

    		2025-01-12 05:46:36.9178

    		-1.4 ms

  





  

    		2025-01-12 06:46:39.021896

    		-1.7 ms

  





  

    		2025-01-12 07:46:40.369818

    		-1.2 ms

  





  

    		2025-01-12 08:46:42.668522

    		1.2 ms

  





  

    		2025-01-12 09:46:45.808077

    		2.3 ms

  





  

    		2025-01-12 10:46:47.264767

    		2.7 ms

  





  

    		2025-01-12 11:46:50.13671

    		3.5 ms

  





  

    		2025-01-12 12:46:52.543671

    		0.9 ms

  





  

    		2025-01-12 13:46:54.100893

    		-1.0 ms

  





  

    		2025-01-12 14:46:55.931295

    		0.3 ms

  





  

    		2025-01-12 15:46:58.449927

    		1.4 ms

  





  

    		2025-01-12 16:47:00.011572

    		0.5 ms

  





  

    		2025-01-12 17:47:01.550674

    		2.2 ms

  





  

    		2025-01-12 18:47:05.148457

    		-0.4 ms

  





  

    		2025-01-12 19:47:07.349325

    		-0.6 ms

  





  

    		2025-01-12 20:47:10.130924

    		2.1 ms

  





  

    		2025-01-12 21:47:12.402817

    		0.2 ms

  





  

    		2025-01-12 22:47:14.508093

    		-1.5 ms

  





  

    		2025-01-12 23:47:16.876933

    		-1.3 ms

  





  

    		2025-01-13 00:47:20.002802

    		-2.0 ms

  





  

    		2025-01-13 01:47:24.380426

    		3.2 ms

  





  

    		2025-01-13 02:47:26.947097

    		-1.1 ms

  





  

    		2025-01-13 03:47:28.757546

    		-2.4 ms

  





  

    		2025-01-13 04:47:32.187906

    		1.8 ms

  





  

    		2025-01-13 05:47:34.450126

    		-0.4 ms

  





  

    		2025-01-13 06:47:36.444982

    		3.7 ms

  





  

    		2025-01-13 07:47:38.003472

    		1.0 ms

  





  

    		2025-01-13 08:47:40.427863

    		1.0 ms

  





  

    		2025-01-13 09:47:42.305756

    		-0.1 ms

  





  

    		2025-01-13 10:47:43.988956

    		53.5 ms

  





  

    		2025-01-13 11:47:46.170082

    		-0.5 ms

  





  

    		2025-01-13 12:47:47.829464

    		0.7 ms

  





  

    		2025-01-13 13:47:50.160609

    		0.5 ms

  





  

    		2025-01-13 14:47:51.920761

    		0.1 ms

  





  

    		2025-01-13 15:47:54.053948

    		1.0 ms

  





  

    		2025-01-13 16:47:55.807758

    		-0.1 ms

  





  

    		2025-01-13 17:47:57.673686

    		-1.8 ms

  





  

    		2025-01-13 18:48:01.273662

    		-1.6 ms

  





  

    		2025-01-13 19:48:03.544865

    		-0.4 ms

  





  

    		2025-01-13 20:48:06.390295

    		-2.3 ms

  





  

    		2025-01-13 21:48:08.920869

    		-1.9 ms

  





  

    		2025-01-13 22:48:10.98114

    		1.0 ms

  





  

    		2025-01-13 23:48:14.091008

    		4.2 ms

  





  

    		2025-01-14 00:48:15.91279

    		-4.0 ms

  





  

    		2025-01-14 01:48:18.088281

    		0.3 ms

  





  

    		2025-01-14 02:48:20.403637

    		-0.1 ms

  





  

    		2025-01-14 03:48:22.178778

    		4.0 ms

  





  

    		2025-01-14 04:48:24.288743

    		-4.1 ms

  





  

    		2025-01-14 05:48:26.971708

    		0.6 ms

  





  

    		2025-01-14 06:48:30.46633

    		-2.7 ms

  





  

    		2025-01-14 07:48:32.153789

    		-0.5 ms

  





  

    		2025-01-14 08:48:34.38035

    		2.3 ms

  





  

    		2025-01-14 09:48:36.132558

    		1.5 ms

  





  

    		2025-01-14 10:48:38.052491

    		0.6 ms

  





  

    		2025-01-14 11:48:40.610146

    		1.5 ms

  





  

    		2025-01-14 12:48:43.402706

    		-0.2 ms

  





  

    		2025-01-14 13:48:45.489291

    		-0.4 ms

  





  

    		2025-01-14 14:48:47.170029

    		-1.2 ms

  





  

    		2025-01-14 15:48:49.069444

    		1.6 ms

  





  

    		2025-01-14 16:48:50.96042

    		-1.5 ms

  





  

    		2025-01-14 17:48:52.902587

    		-0.3 ms

  





  

    		2025-01-14 18:48:54.949964

    		1.8 ms

  





  

    		2025-01-14 19:48:58.24759

    		0.2 ms

  





  

    		2025-01-14 20:49:00.415084

    		-0.9 ms

  





  

    		2025-01-14 21:49:03.813503

    		0.4 ms

  





  

    		2025-01-14 22:49:05.940256

    		-0.3 ms

  





  

    		2025-01-14 23:49:07.56945

    		-2.4 ms

  





  

    		2025-01-15 00:49:09.607223

    		-2.4 ms

  





  

    		2025-01-15 01:49:11.38664

    		-3.2 ms

  





  

    		2025-01-15 02:49:14.016694

    		-1.8 ms

  





  

    		2025-01-15 03:49:17.439036

    		-3.0 ms

  





  

    		2025-01-15 04:49:20.062997

    		-2.5 ms

  





  

    		2025-01-15 05:49:22.338851

    		0.2 ms

  





  

    		2025-01-15 06:49:24.37412

    		-0.1 ms

  





  

    		2025-01-15 07:49:26.656353

    		-2.7 ms

  





  

    		2025-01-15 08:49:28.372215

    		0.8 ms

  





  

    		2025-01-15 09:49:30.672677

    		1.1 ms

  





  

    		2025-01-15 10:49:32.16245

    		1.0 ms

  





  

    		2025-01-15 11:49:34.110614

    		0.2 ms

  





  

    		2025-01-15 12:49:36.310637

    		-1.1 ms

  





  

    		2025-01-15 13:49:38.130935

    		-0.2 ms

  





  

    		2025-01-15 14:49:40.259588

    		0.3 ms

  





  

    		2025-01-15 15:49:42.088076

    		1.2 ms

  





  

    		2025-01-15 16:49:44.885883

    		1.5 ms

  





  

    		2025-01-15 17:49:47.004847

    		-1.2 ms

  





  

    		2025-01-15 18:49:49.402399

    		2.9 ms

  





  

    		2025-01-15 19:49:51.177788

    		2.1 ms

  





  

    		2025-01-15 20:49:53.884034

    		0.1 ms

  





  

    		2025-01-15 21:49:55.375286

    		-1.8 ms

  





  

    		2025-01-15 22:49:57.206726

    		1.6 ms

  





  

    		2025-01-15 23:49:58.88466

    		-1.5 ms

  





  

    		2025-01-16 00:50:00.868997

    		-0.7 ms

  





  

    		2025-01-16 01:50:04.713161

    		0.5 ms

  





  

    		2025-01-16 02:50:07.369385

    		0.6 ms

  





  

    		2025-01-16 03:50:09.330451

    		-1.3 ms

  





  

    		2025-01-16 04:50:11.746784

    		0.7 ms

  





  

    		2025-01-16 05:50:13.369029

    		0.1 ms

  





  

    		2025-01-16 06:50:15.024562

    		1.7 ms

  





  

    		2025-01-16 07:50:18.413467

    		-0.3 ms

  





  

    		2025-01-16 08:50:20.874164

    		0.5 ms

  





  

    		2025-01-16 09:50:23.100297

    		3.1 ms

  





  

    		2025-01-16 10:50:25.136861

    		0.2 ms

  





  

    		2025-01-16 11:50:26.59198

    		0.2 ms

  





  

    		2025-01-16 12:50:29.664834

    		-1.0 ms

  





  

    		2025-01-16 13:50:31.611588

    		1.0 ms

  





  

    		2025-01-16 14:50:33.978972

    		-0.6 ms

  





  

    		2025-01-16 15:50:35.850971

    		0.3 ms

  





  

    		2025-01-16 16:50:38.014017

    		-0.1 ms

  





  

    		2025-01-16 17:50:41.930125

    		-1.8 ms

  





  

    		2025-01-16 18:50:44.290617

    		-0.3 ms

  





  

    		2025-01-16 19:50:45.806869

    		1.4 ms

  





  

    		2025-01-16 20:50:49.38061

    		-0.7 ms

  





  

    		2025-01-16 21:50:51.41625

    		-0.5 ms

  





  

    		2025-01-16 22:50:53.051759

    		-1.3 ms

  





  

    		2025-01-16 23:50:55.414758

    		3.0 ms

  





  

    		2025-01-17 00:50:57.815712

    		-0.8 ms

  





  

    		2025-01-17 01:50:59.729492

    		-0.4 ms

  





  

    		2025-01-17 02:51:02.113973

    		-1.5 ms

  





  

    		2025-01-17 03:51:04.365578

    		-1.2 ms

  





  

    		2025-01-17 04:51:05.922027

    		2.6 ms

  





  

    		2025-01-17 05:51:08.178861

    		0.5 ms

  





  

    		2025-01-17 06:51:11.858917

    		1.1 ms

  





  

    		2025-01-17 07:51:14.342773

    		3.7 ms

  





  

    		2025-01-17 08:51:15.969153

    		3.4 ms

  





  

    		2025-01-17 09:51:18.327117

    		0.3 ms

  





  

    		2025-01-17 10:51:20.994659

    		3.0 ms

  





  

    		2025-01-17 11:51:22.932392

    		1.7 ms

  





  

    		2025-01-17 12:51:24.733238

    		-0.4 ms

  





  

    		2025-01-17 13:51:27.089457

    		-0.1 ms

  





  

    		2025-01-17 14:51:29.154522

    		0.1 ms

  





  

    		2025-01-17 15:51:31.004644

    		-0.4 ms

  





  

    		2025-01-17 16:51:32.507233

    		-0.4 ms

  





  

    		2025-01-17 17:51:34.471998

    		-1.4 ms

  





  

    		2025-01-17 18:51:38.556177

    		-3.5 ms

  





  

    		2025-01-17 19:51:40.501508

    		-1.4 ms

  





  

    		2025-01-17 20:51:44.164318

    		1.3 ms

  





  

    		2025-01-17 21:51:46.804879

    		-0.9 ms

  





  

    		2025-01-17 22:51:48.990862

    		-1.4 ms

  





  

    		2025-01-17 23:51:51.818326

    		-2.0 ms

  





  

    		2025-01-18 00:51:55.138618

    		0.4 ms

  





  

    		2025-01-18 01:51:59.400928

    		-3.6 ms

  





  

    		2025-01-18 02:52:03.438324

    		-1.3 ms

  





  

    		2025-01-18 03:52:07.311388

    		0.1 ms

  





  

    		2025-01-18 04:52:10.008667

    		-0.8 ms

  





  

    		2025-01-18 05:52:12.935589

    		1.4 ms

  





  

    		2025-01-18 06:52:15.773832

    		1.3 ms

  





  

    		2025-01-18 07:52:18.466362

    		1.9 ms

  





  

    		2025-01-18 08:52:20.237539

    		2.4 ms

  





  

    		2025-01-18 09:52:21.785717

    		1.7 ms

  





  

    		2025-01-18 10:52:24.799617

    		1.2 ms

  





  

    		2025-01-18 11:52:26.894735

    		-0.4 ms

  





  

    		2025-01-18 12:52:30.398373

    		0.9 ms

  





  

    		2025-01-18 13:52:33.120876

    		-1.4 ms

  





  

    		2025-01-18 14:52:34.886548

    		-1.5 ms

  





  

    		2025-01-18 15:52:36.466977

    		2.5 ms

  





  

    		2025-01-18 16:52:38.073971

    		0.8 ms

  





  

    		2025-01-18 17:52:39.684279

    		2.4 ms

  





  

    		2025-01-18 18:52:42.08056

    		-0.2 ms

  





  

    		2025-01-18 19:52:44.21963

    		0.7 ms

  





  

    		2025-01-18 20:52:45.834271

    		-1.7 ms

  





  

    		2025-01-18 21:52:48.327933

    		0.7 ms

  





  

    		2025-01-18 22:52:50.206221

    		-1.4 ms

  





  

    		2025-01-18 23:52:52.741556

    		0.3 ms

  





  

    		2025-01-19 00:52:55.475402

    		-1.2 ms

  





  

    		2025-01-19 01:52:57.681776

    		0.5 ms

  





  

    		2025-01-19 02:52:59.480691

    		-0.2 ms

  





  

    		2025-01-19 03:53:01.462514

    		-2.1 ms

  





  

    		2025-01-19 04:53:04.379144

    		-0.9 ms

  





  

    		2025-01-19 05:53:07.343193

    		1.2 ms

  





  

    		2025-01-19 06:53:10.524129

    		-0.3 ms

  





  

    		2025-01-19 07:53:13.112162

    		0.3 ms

  





  

    		2025-01-19 08:53:15.033473

    		-0.5 ms

  





  

    		2025-01-19 09:53:16.985563

    		1.3 ms

  





  

    		2025-01-19 10:53:19.031908

    		1.0 ms

  





  

    		2025-01-19 11:53:20.819805

    		1.6 ms

  





  

    		2025-01-19 12:53:22.927094

    		2.2 ms

  





  

    		2025-01-19 13:53:25.474456

    		2.5 ms

  





  

    		2025-01-19 14:53:28.474134

    		1.6 ms

  





  

    		2025-01-19 15:53:30.097648

    		-0.2 ms

  





  

    		2025-01-19 16:53:33.512878

    		-3.3 ms

  





  

    		2025-01-19 17:53:37.794547

    		-0.9 ms

  





  

    		2025-01-19 18:53:39.918036

    		-1.2 ms

  





  

    		2025-01-19 19:53:41.770108

    		-2.8 ms

  





  

    		2025-01-19 20:53:45.307715

    		-0.2 ms

  





  

    		2025-01-19 21:53:47.738215

    		-4.7 ms

  





  

    		2025-01-19 22:53:50.726481

    		-1.4 ms

  





  

    		2025-01-19 23:53:52.921153

    		-0.5 ms

  





  

    		2025-01-20 00:53:54.506154

    		-0.5 ms

  





  

    		2025-01-20 01:53:56.836835

    		-1.7 ms

  





  

    		2025-01-20 02:53:58.723649

    		2.6 ms

  





  

    		2025-01-20 03:54:03.179798

    		-0.2 ms

  





  

    		2025-01-20 04:54:04.804742

    		2.0 ms

  





  

    		2025-01-20 05:54:07.269775

    		1.0 ms

  





  

    		2025-01-20 06:54:09.641862

    		-1.3 ms

  





  

    		2025-01-20 07:54:11.119062

    		1.4 ms

  





  

    		2025-01-20 08:54:13.494573

    		0.5 ms

  





  

    		2025-01-20 09:54:15.075375

    		1.6 ms

  





  

    		2025-01-20 10:54:16.908146

    		2.2 ms

  





  

    		2025-01-20 11:54:18.694458

    		2.3 ms

  





  

    		2025-01-20 12:54:20.310626

    		0.0 ms

  





  

    		2025-01-20 13:54:22.20962

    		0.3 ms

  





  

    		2025-01-20 14:54:24.081496

    		-0.3 ms

  





  

    		2025-01-20 15:54:25.752209

    		-0.5 ms

  





  

    		2025-01-20 16:54:27.393221

    		1.4 ms

  





  

    		2025-01-20 17:54:30.349478

    		-2.1 ms

  





  

    		2025-01-20 18:54:32.613347

    		-0.5 ms

  





  

    		2025-01-20 19:54:34.140424

    		0.6 ms

  





  

    		2025-01-20 20:54:36.918301

    		-1.6 ms

  





  

    		2025-01-20 21:54:40.571246

    		-0.9 ms

  





  

    		2025-01-20 22:54:42.98202

    		0.8 ms

  





  

    		2025-01-20 23:54:45.095796

    		-1.1 ms

  





  

    		2025-01-21 00:54:46.67017

    		0.1 ms

  





  

    		2025-01-21 01:54:48.85914

    		0.3 ms

  





  

    		2025-01-21 02:54:52.28892

    		-1.0 ms

  





  

    		2025-01-21 03:54:54.977672

    		-1.2 ms

  





  

    		2025-01-21 04:54:56.735396

    		-0.1 ms

  





  

    		2025-01-21 05:54:58.69744

    		0.1 ms

  





  

    		2025-01-21 06:55:01.80111

    		-0.1 ms

  





  

    		2025-01-21 07:55:03.876406

    		2.8 ms

  





  

    		2025-01-21 08:55:05.532809

    		-1.7 ms

  





  

    		2025-01-21 09:55:07.334074

    		-1.2 ms

  





  

    		2025-01-21 10:55:08.738472

    		0.6 ms

  





  

    		2025-01-21 11:55:10.623951

    		2.0 ms

  





  

    		2025-01-21 12:55:12.112629

    		-0.3 ms

  





  

    		2025-01-21 13:55:13.611731

    		2.0 ms

  





  

    		2025-01-21 14:55:15.904429

    		-1.2 ms

  





  

    		2025-01-21 15:55:17.662404

    		1.1 ms

  





  

    		2025-01-21 16:55:19.628443

    		-1.2 ms

  





  

    		2025-01-21 17:55:21.707187

    		1.8 ms

  





  

    		2025-01-21 18:55:24.762073

    		-0.2 ms

  





  

    		2025-01-21 19:55:27.490101

    		1.5 ms

  





  

    		2025-01-21 20:55:29.649132

    		0.3 ms

  





  

    		2025-01-21 21:55:32.057918

    		-1.4 ms

  





  

    		2025-01-21 22:55:34.456283

    		-1.0 ms

  





  

    		2025-01-21 23:55:37.117685

    		0.0 ms

  





  

    		2025-01-22 00:55:40.145813

    		-2.7 ms

  





  

    		2025-01-22 01:55:41.772971

    		-0.5 ms

  





  

    		2025-01-22 02:55:43.485633

    		1.5 ms

  





  

    		2025-01-22 03:55:47.586802

    		1.3 ms

  





  

    		2025-01-22 04:55:49.722342

    		1.3 ms

  





  

    		2025-01-22 05:55:52.684796

    		1.3 ms

  





  

    		2025-01-22 06:55:54.59796

    		0.1 ms

  





  

    		2025-01-22 07:55:57.418622

    		1.3 ms

  





  

    		2025-01-22 08:55:59.073362

    		3.5 ms

  





  

    		2025-01-22 09:56:00.697455

    		0.8 ms

  





  

    		2025-01-22 10:56:02.912392

    		-0.1 ms

  





  

    		2025-01-22 11:56:04.538118

    		1.4 ms

  





  

    		2025-01-22 12:56:06.467305

    		1.2 ms

  





  

    		2025-01-22 13:56:08.680855

    		-2.3 ms

  





  

    		2025-01-22 14:56:10.361183

    		-1.5 ms

  





  

    		2025-01-22 15:56:12.846381

    		3.0 ms

  





  

    		2025-01-22 16:56:14.617542

    		2.0 ms

  





  

    		2025-01-22 17:56:17.309628

    		-2.0 ms

  





  

    		2025-01-22 18:56:19.397689

    		-1.0 ms

  





  

    		2025-01-22 19:56:23.04761

    		1.1 ms

  





  

    		2025-01-22 20:56:25.647402

    		1.0 ms

  





  

    		2025-01-22 21:56:29.109686

    		-1.2 ms

  





  

    		2025-01-22 22:56:32.173597

    		0.6 ms

  





  

    		2025-01-22 23:56:33.889714

    		-0.4 ms

  





  

    		2025-01-23 00:56:35.686898

    		-0.9 ms

  





  

    		2025-01-23 01:56:37.665683

    		-1.4 ms

  





  

    		2025-01-23 02:56:41.167532

    		-1.1 ms

  





  

    		2025-01-23 03:56:42.659032

    		0.9 ms

  





  

    		2025-01-23 04:56:45.413951

    		1.2 ms

  





  

    		2025-01-23 05:56:48.691401

    		0.1 ms

  





  

    		2025-01-23 06:56:52.111826

    		2.0 ms

  





  

    		2025-01-23 07:56:54.081613

    		0.7 ms

  





  

    		2025-01-23 08:56:56.001619

    		1.4 ms

  





  

    		2025-01-23 09:56:57.952612

    		1.0 ms

  





  

    		2025-01-23 10:56:59.633959

    		2.5 ms

  





  

    		2025-01-23 11:57:01.401183

    		-1.4 ms

  





  

    		2025-01-23 12:57:03.105529

    		1.2 ms

  





  

    		2025-01-23 13:57:05.351076

    		0.3 ms

  





  

    		2025-01-23 14:57:07.001105

    		0.1 ms

  





  

    		2025-01-23 15:57:10.217478

    		1.4 ms

  





  

    		2025-01-23 16:57:13.047443

    		2.3 ms

  





  

    		2025-01-23 17:57:15.588541

    		1.0 ms

  





  

    		2025-01-23 18:57:17.79998

    		2.4 ms

  





  

    		2025-01-23 19:57:19.741036

    		0.5 ms

  





  

    		2025-01-23 20:57:22.783228

    		0.2 ms

  





  

    		2025-01-23 21:57:24.524429

    		-0.8 ms

  





  

    		2025-01-23 22:57:26.87932

    		0.0 ms

  





  

    		2025-01-23 23:57:28.861209

    		-1.4 ms

  





  

    		2025-01-24 00:57:31.501964

    		-3.0 ms

  





  

    		2025-01-24 01:57:33.811625

    		-1.2 ms

  





  

    		2025-01-24 02:57:36.156206

    		-3.8 ms

  





  

    		2025-01-24 03:57:38.713535

    		5.0 ms

  





  

    		2025-01-24 04:57:42.204919

    		-0.3 ms

  





  

    		2025-01-24 05:57:44.001013

    		2.1 ms

  





  

    		2025-01-24 06:57:45.639438

    		-0.6 ms

  





  

    		2025-01-24 07:57:48.463322

    		0.7 ms

  





  

    		2025-01-24 08:57:50.204777

    		1.7 ms

  





  

    		2025-01-24 09:57:51.993874

    		2.2 ms

  





  

    		2025-01-24 10:57:53.711095

    		2.6 ms

  





  

    		2025-01-24 11:57:55.899132

    		1.0 ms

  





  

    		2025-01-24 12:57:57.656004

    		0.2 ms

  





  

    		2025-01-24 13:57:59.274964

    		-0.8 ms

  





  

    		2025-01-24 14:58:01.966429

    		4.0 ms

  





  

    		2025-01-24 15:58:05.382673

    		0.1 ms

  





  

    		2025-01-24 16:58:07.356217

    		9.6 ms

  





  

    		2025-01-24 17:58:10.411523

    		-2.7 ms

  





  

    		2025-01-24 18:58:13.125409

    		-2.0 ms

  





  

    		2025-01-24 19:58:15.901161

    		-2.9 ms

  





  

    		2025-01-24 20:58:17.503071

    		-1.8 ms

  





  

    		2025-01-24 21:58:20.231287

    		-3.0 ms

  





  

    		2025-01-24 22:58:23.152744

    		0.4 ms

  





  

    		2025-01-24 23:58:25.847167

    		1.6 ms

  





  

    		2025-01-25 00:58:27.572149

    		1.6 ms

  





  

    		2025-01-25 01:58:29.453887

    		-1.9 ms

  





  

    		2025-01-25 02:58:31.43904

    		-1.3 ms

  





  

    		2025-01-25 03:58:33.066463

    		-0.6 ms

  





  

    		2025-01-25 04:58:35.869895

    		2.4 ms

  





  

    		2025-01-25 05:58:39.794238

    		1.5 ms

  





  

    		2025-01-25 06:58:42.899473

    		1.2 ms

  





  

    		2025-01-25 07:58:45.319506

    		1.2 ms

  





  

    		2025-01-25 08:58:47.149043

    		0.6 ms

  





  

    		2025-01-25 09:58:49.085777

    		0.4 ms

  





  

    		2025-01-25 10:58:50.908606

    		-0.7 ms

  





  

    		2025-01-25 11:58:53.12214

    		-0.8 ms

  





  

    		2025-01-25 12:58:55.587425

    		1.5 ms

  





  

    		2025-01-25 13:58:57.543188

    		0.5 ms

  





  

    		2025-01-25 14:59:00.345875

    		-1.2 ms

  





  

    		2025-01-25 15:59:02.378001

    		-0.3 ms

  





  

    		2025-01-25 16:59:03.944373

    		-0.5 ms

  





  

    		2025-01-25 17:59:06.759928

    		-1.1 ms

  





  

    		2025-01-25 18:59:08.42363

    		0.0 ms

  





  

    		2025-01-25 19:59:10.720396

    		-0.8 ms

  





  

    		2025-01-25 20:59:12.334562

    		1.0 ms

  





  

    		2025-01-25 21:59:13.99385

    		1.0 ms

  





  

    		2025-01-25 22:59:15.875973

    		-0.6 ms

  





  

    		2025-01-25 23:59:18.368988

    		-0.5 ms

  





  

    		2025-01-26 00:59:21.502564

    		-1.8 ms

  





  

    		2025-01-26 01:59:24.627116

    		-2.5 ms

  





  

    		2025-01-26 02:59:26.422089

    		-0.6 ms

  





  

    		2025-01-26 03:59:28.674971

    		-0.2 ms

  





  

    		2025-01-26 04:59:31.340365

    		0.1 ms

  





  

    		2025-01-26 05:59:35.468466

    		0.0 ms

  





  

    		2025-01-26 06:59:39.542108

    		-2.6 ms

  





  

    		2025-01-26 07:59:41.469145

    		-0.3 ms

  





  

    		2025-01-26 08:59:43.600837

    		1.8 ms

  





  

    		2025-01-26 09:59:46.075218

    		1.2 ms

  





  

    		2025-01-26 10:59:49.790953

    		-0.7 ms

  





  

    		2025-01-26 11:59:51.536412

    		1.4 ms

  





  

    		2025-01-26 12:59:53.298501

    		-0.1 ms

  





  

    		2025-01-26 13:59:55.020666

    		-1.0 ms

  





  

    		2025-01-26 14:59:57.521746

    		0.6 ms

  





  

    		2025-01-26 15:59:59.234482

    		0.0 ms

  





  

    		2025-01-26 17:00:00.935396

    		-0.7 ms

  





  

    		2025-01-26 18:00:03.4588

    		-0.5 ms

  





  

    		2025-01-26 19:00:07.298419

    		0.3 ms

  





  

    		2025-01-26 20:00:10.098568

    		-2.2 ms

  





  

    		2025-01-26 21:00:13.059962

    		-1.9 ms

  





  

    		2025-01-26 22:00:16.120772

    		-0.1 ms

  





  

    		2025-01-26 23:00:18.353047

    		0.7 ms

  





  

    		2025-01-27 00:00:20.148903

    		-1.2 ms

  





  

    		2025-01-27 01:00:23.737452

    		0.7 ms

  





  

    		2025-01-27 02:00:25.523357

    		0.1 ms

  





  

    		2025-01-27 03:00:28.619038

    		-0.7 ms

  





  

    		2025-01-27 04:00:32.105328

    		0.7 ms

  





  

    		2025-01-27 05:00:35.225913

    		1.2 ms

  





  

    		2025-01-27 06:00:37.315645

    		-1.4 ms

  





  

    		2025-01-27 07:00:39.418015

    		0.0 ms

  





  

    		2025-01-27 08:00:41.968265

    		3.6 ms

  





  

    		2025-01-27 09:00:44.004365

    		2.5 ms

  





  

    		2025-01-27 10:00:45.787637

    		1.4 ms

  





  

    		2025-01-27 11:00:47.333713

    		-0.5 ms

  





  

    		2025-01-27 12:00:49.123224

    		-0.1 ms

  





  

    		2025-01-27 13:00:51.025081

    		-1.1 ms

  





  

    		2025-01-27 14:00:52.967144

    		1.5 ms

  





  

    		2025-01-27 15:00:54.862727

    		-0.7 ms

  





  

    		2025-01-27 16:00:56.59434

    		1.0 ms

  





  

    		2025-01-27 17:00:58.296822

    		1.0 ms

  





  

    		2025-01-27 18:01:00.264147

    		-0.3 ms

  





  

    		2025-01-27 19:01:02.802939

    		-0.7 ms

  





  

    		2025-01-27 20:01:04.338306

    		-0.7 ms

  





  

    		2025-01-27 21:01:06.027075

    		-1.5 ms

  





  

    		2025-01-27 22:01:08.758361

    		5.0 ms

  





  

    		2025-01-27 23:01:10.637198

    		1.1 ms

  





  

    		2025-01-28 00:01:12.871104

    		-2.7 ms

  





  

    		2025-01-28 01:01:14.777906

    		0.8 ms

  





  

    		2025-01-28 02:01:18.024027

    		0.1 ms

  





  

    		2025-01-28 03:01:21.164103

    		0.3 ms

  





  

    		2025-01-28 04:01:24.169511

    		3.8 ms

  





  

    		2025-01-28 05:01:26.209282

    		-1.3 ms

  





  

    		2025-01-28 06:01:28.505703

    		13.6 ms

  





  

    		2025-01-28 07:01:31.971162

    		0.5 ms

  





  

    		2025-01-28 08:01:35.164163

    		-0.2 ms

  





  

    		2025-01-28 09:01:37.224548

    		-1.2 ms

  





  

    		2025-01-28 10:01:38.944894

    		1.1 ms

  





  

    		2025-01-28 11:01:40.688364

    		0.4 ms

  





  

    		2025-01-28 12:01:42.668235

    		0.2 ms

  





  

    		2025-01-28 13:01:44.464214

    		2.5 ms

  





  

    		2025-01-28 14:01:46.260905

    		1.6 ms

  





  

    		2025-01-28 15:01:47.689105

    		1.3 ms

  





  

    		2025-01-28 16:01:49.477602

    		2.1 ms

  





  

    		2025-01-28 17:01:50.965351

    		-1.4 ms

  





  

    		2025-01-28 18:01:53.030612

    		2.3 ms

  





  

    		2025-01-28 19:01:56.068592

    		2.1 ms

  





  

    		2025-01-28 20:01:58.147744

    		5.0 ms

  





  

    		2025-01-28 21:02:00.079293

    		1.2 ms

  





  

    		2025-01-28 22:02:02.656954

    		4.7 ms

  





  

    		2025-01-28 23:02:04.277395

    		-1.9 ms

  





  

    		2025-01-29 00:02:07.516767

    		-3.7 ms

  





  

    		2025-01-29 01:02:09.976945

    		-3.6 ms

  





  

    		2025-01-29 02:02:12.873207

    		-3.8 ms

  





  

    		2025-01-29 03:02:16.514358

    		-1.3 ms

  





  

    		2025-01-29 04:02:19.181682

    		0.3 ms

  





  

    		2025-01-29 05:02:21.753211

    		1.2 ms

  





  

    		2025-01-29 06:02:23.925904

    		-0.1 ms

  





  

    		2025-01-29 07:02:27.17606

    		0.2 ms

  





  

    		2025-01-29 08:02:29.550304

    		0.0 ms

  





  

    		2025-01-29 09:02:31.688542

    		0.3 ms

  





  

    		2025-01-29 10:02:33.705229

    		0.5 ms

  





  

    		2025-01-29 11:02:35.447063

    		1.5 ms

  





  

    		2025-01-29 12:02:37.623976

    		1.6 ms

  





  

    		2025-01-29 13:02:39.37902

    		-4.5 ms

  





  

    		2025-01-29 14:02:40.949454

    		0.6 ms

  





  

    		2025-01-29 15:02:43.505337

    		0.6 ms

  





  

    		2025-01-29 16:02:45.377219

    		1.9 ms

  





  

    		2025-01-29 17:02:47.120565

    		-2.1 ms

  





  

    		2025-01-29 18:02:49.056165

    		-1.4 ms

  





  

    		2025-01-29 19:02:51.152872

    		-5.8 ms

  





  

    		2025-01-29 20:02:52.930783

    		-0.5 ms

  





  

    		2025-01-29 21:02:55.945696

    		-1.2 ms

  





  

    		2025-01-29 22:02:58.441479

    		-2.2 ms

  





  

    		2025-01-29 23:03:01.171514

    		-2.3 ms

  





  

    		2025-01-30 00:03:03.533496

    		-1.4 ms

  





  

    		2025-01-30 01:03:07.652453

    		-2.6 ms

  





  

    		2025-01-30 02:03:10.529846

    		-0.2 ms

  





  

    		2025-01-30 03:03:13.762046

    		-1.1 ms

  





  

    		2025-01-30 04:03:17.654469

    		1.1 ms

  





  

    		2025-01-30 05:03:20.634475

    		0.6 ms

  





  

    		2025-01-30 06:03:22.44456

    		-1.7 ms

  





  

    		2025-01-30 07:03:24.155041

    		-0.2 ms

  





  

    		2025-01-30 08:03:25.916406

    		3.0 ms

  





  

    		2025-01-30 09:03:27.743787

    		3.6 ms

  





  

    		2025-01-30 10:03:29.43074

    		-1.1 ms

  





  

    		2025-01-30 11:03:31.388468

    		5.1 ms

  





  

    		2025-01-30 12:03:33.109045

    		2.7 ms

  





  

    		2025-01-30 13:03:34.79693

    		-0.7 ms

  





  

    		2025-01-30 14:03:36.691067

    		-1.6 ms

  





  

    		2025-01-30 15:03:39.124975

    		-0.9 ms

  





  

    		2025-01-30 16:03:41.439191

    		-0.2 ms

  





  

    		2025-01-30 17:03:43.284691

    		0.6 ms

  





  

    		2025-01-30 18:03:44.823139

    		0.6 ms

  





  

    		2025-01-30 19:03:47.017733

    		-2.6 ms

  





  

    		2025-01-30 20:03:49.046962

    		-1.0 ms

  





  

    		2025-01-30 21:03:51.086241

    		-0.8 ms

  





  

    		2025-01-30 22:03:53.600367

    		0.5 ms

  





  

    		2025-01-30 23:03:57.153753

    		1.8 ms

  





  

    		2025-01-31 00:04:00.782047

    		-1.4 ms

  





  

    		2025-01-31 01:04:02.354798

    		-1.8 ms

  





  

    		2025-01-31 02:04:04.787031

    		-1.9 ms

  





  

    		2025-01-31 03:04:06.956117

    		-0.4 ms

  





  

    		2025-01-31 04:04:10.039169

    		-0.5 ms

  





  

    		2025-01-31 05:04:14.204086

    		2.0 ms

  





  

    		2025-01-31 06:04:16.263645

    		2.0 ms

  





  

    		2025-01-31 07:04:20.023826

    		-1.0 ms

  





  

    		2025-01-31 08:04:22.16769

    		2.5 ms

  





  

    		2025-01-31 09:04:23.939098

    		-0.8 ms

  





  

    		2025-01-31 10:04:25.687978

    		-1.5 ms

  





  

    		2025-01-31 11:04:27.63336

    		1.7 ms

  





  

    		2025-01-31 12:04:29.727017

    		-0.6 ms

  





  

    		2025-01-31 13:04:31.803646

    		0.7 ms

  





  

    		2025-01-31 14:04:33.554905

    		-0.1 ms

  





  

    		2025-01-31 15:04:35.944013

    		-4.4 ms

  





  

    		2025-01-31 16:04:37.564054

    		1.1 ms

  





  

    		2025-01-31 17:04:40.604019

    		0.3 ms

  





  

    		2025-01-31 18:04:42.406178

    		-1.6 ms

  





  

    		2025-01-31 19:04:45.622751

    		-0.2 ms

  





  

    		2025-01-31 20:04:49.227178

    		0.5 ms

  





  

    		2025-01-31 21:04:51.825251

    		1.5 ms

  





  

    		2025-01-31 22:04:53.624084

    		0.4 ms

  





  

    		2025-01-31 23:04:56.885437

    		-0.6 ms

  





  

    		2025-02-01 00:05:00.579817

    		0.3 ms

  





  

    		2025-02-01 01:05:02.294314

    		-1.0 ms

  





  

    		2025-02-01 02:05:04.434352

    		0.6 ms

  





  

    		2025-02-01 03:05:06.782351

    		-2.7 ms

  





  

    		2025-02-01 04:05:09.196721

    		1.6 ms

  





  

    		2025-02-01 05:05:11.737806

    		0.5 ms

  





  

    		2025-02-01 06:05:14.451416

    		2.4 ms

  





  

    		2025-02-01 07:05:16.093793

    		1.5 ms

  





  

    		2025-02-01 08:05:17.719532

    		0.6 ms

  





  

    		2025-02-01 09:05:19.448491

    		-1.2 ms

  





  

    		2025-02-01 10:05:21.969288

    		-1.0 ms

  





  

    		2025-02-01 11:05:23.707031

    		2.1 ms

  





  

    		2025-02-01 12:05:25.567517

    		0.3 ms

  





  

    		2025-02-01 13:05:27.531315

    		2.7 ms

  





  

    		2025-02-01 14:05:29.320563

    		-0.9 ms

  





  

    		2025-02-01 15:05:31.149605

    		3.2 ms

  





  

    		2025-02-01 16:05:33.851609

    		0.1 ms

  





  

    		2025-02-01 17:05:36.123876

    		-0.5 ms

  





  

    		2025-02-01 18:05:37.713016

    		0.7 ms

  





  

    		2025-02-01 19:05:40.899956

    		1.7 ms

  





  

    		2025-02-01 20:05:43.362108

    		0.2 ms

  





  

    		2025-02-01 21:05:45.824998

    		-2.6 ms

  





  

    		2025-02-01 22:05:47.984966

    		0.1 ms

  





  

    		2025-02-01 23:05:49.734618

    		-0.2 ms

  





  

    		2025-02-02 00:05:51.924693

    		-1.9 ms

  





  

    		2025-02-02 01:05:53.586004

    		-1.6 ms

  





  

    		2025-02-02 02:05:55.803722

    		-1.6 ms

  





  

    		2025-02-02 03:05:57.987128

    		-0.3 ms

  





  

    		2025-02-02 04:05:59.691174

    		0.8 ms

  





  

    		2025-02-02 05:06:01.645107

    		0.9 ms

  





  

    		2025-02-02 06:06:03.478024

    		1.8 ms

  





  

    		2025-02-02 07:06:05.20973

    		0.1 ms

  





  

    		2025-02-02 08:06:08.539448

    		2.4 ms

  





  

    		2025-02-02 09:06:10.806248

    		0.5 ms

  





  

    		2025-02-02 10:06:13.322154

    		0.0 ms

  





  

    		2025-02-02 11:06:15.09936

    		-1.4 ms

  





  

    		2025-02-02 12:06:16.882507

    		-0.6 ms

  





  

    		2025-02-02 13:06:19.029188

    		2.8 ms

  





  

    		2025-02-02 14:06:22.080397

    		-0.7 ms

  





  

    		2025-02-02 15:06:25.070211

    		0.6 ms

  





  

    		2025-02-02 16:06:26.831745

    		-1.3 ms

  





  

    		2025-02-02 17:06:28.884249

    		-2.6 ms

  





  

    		2025-02-02 18:06:30.856355

    		0.3 ms

  





  

    		2025-02-02 19:06:33.127994

    		-0.2 ms

  





  

    		2025-02-02 20:06:35.494752

    		0.5 ms

  





  

    		2025-02-02 21:06:37.918995

    		2.3 ms

  





  

    		2025-02-02 22:06:40.716776

    		2.3 ms

  





  

    		2025-02-02 23:06:44.385119

    		-0.3 ms

  





  

    		2025-02-03 00:06:46.715958

    		-1.1 ms

  





  

    		2025-02-03 01:06:48.956991

    		1.1 ms

  





  

    		2025-02-03 02:06:51.182607

    		-2.3 ms

  





  

    		2025-02-03 03:06:53.197566

    		1.9 ms

  





  

    		2025-02-03 04:06:56.73157

    		3.6 ms

  





  

    		2025-02-03 05:06:59.385441

    		2.0 ms

  





  

    		2025-02-03 06:07:01.974857

    		0.3 ms

  





  

    		2025-02-03 07:07:05.281383

    		0.3 ms

  





  

    		2025-02-03 08:07:07.965245

    		3.1 ms

  





  

    		2025-02-03 09:07:09.987149

    		2.0 ms

  





  

    		2025-02-03 10:07:11.556533

    		-0.6 ms

  





  

    		2025-02-03 11:07:13.202547

    		1.7 ms

  





  

    		2025-02-03 12:07:15.214027

    		0.3 ms

  





  

    		2025-02-03 13:07:17.893048

    		1.3 ms

  





  

    		2025-02-03 14:07:20.047067

    		1.3 ms

  





  

    		2025-02-03 15:07:22.52756

    		-0.7 ms

  





  

    		2025-02-03 16:07:24.76515

    		1.5 ms

  





  

    		2025-02-03 17:07:27.390105

    		1.6 ms

  





  

    		2025-02-03 18:07:30.722384

    		1.3 ms

  





  

    		2025-02-03 19:07:32.688556

    		1.0 ms

  





  

    		2025-02-03 20:07:35.060053

    		1.2 ms

  





  

    		2025-02-03 21:07:37.376638

    		2.1 ms

  





  

    		2025-02-03 22:07:39.276553

    		1.8 ms

  





  

    		2025-02-03 23:07:40.987339

    		-0.6 ms

  





  

    		2025-02-04 00:07:42.550844

    		0.8 ms

  





  

    		2025-02-04 01:07:44.846633

    		-2.8 ms

  





  

    		2025-02-04 02:07:47.295168

    		-3.2 ms

  





  

    		2025-02-04 03:07:48.998458

    		-3.5 ms

  





  

    		2025-02-04 04:07:50.514783

    		-0.7 ms

  





  

    		2025-02-04 05:07:52.585015

    		-0.8 ms

  





  

    		2025-02-04 06:07:54.336103

    		-0.2 ms

  





  

    		2025-02-04 07:07:56.947041

    		2.0 ms

  





  

    		2025-02-04 08:07:58.795203

    		0.7 ms

  





  

    		2025-02-04 09:08:00.535698

    		2.2 ms

  





  

    		2025-02-04 10:08:02.665207

    		-1.6 ms

  





  

    		2025-02-04 11:08:04.684203

    		2.8 ms

  





  

    		2025-02-04 12:08:06.672802

    		0.0 ms

  





  

    		2025-02-04 13:08:08.712853

    		-0.3 ms

  





  

    		2025-02-04 14:08:10.573139

    		-1.0 ms

  





  

    		2025-02-04 15:08:12.343933

    		-0.1 ms

  





  

    		2025-02-04 16:08:14.390233

    		1.3 ms

  





  

    		2025-02-04 17:08:16.575882

    		1.0 ms

  





  

    		2025-02-04 18:08:18.137538

    		-1.9 ms

  





  

    		2025-02-04 19:08:19.969913

    		1.4 ms

  





  

    		2025-02-04 20:08:22.511329

    		-1.0 ms

  





  

    		2025-02-04 21:08:24.970953

    		0.1 ms

  





  

    		2025-02-04 22:08:27.074984

    		0.9 ms

  





  

    		2025-02-04 23:08:29.25442

    		-2.9 ms

  





  

    		2025-02-05 00:08:32.68587

    		-2.1 ms

  





  

    		2025-02-05 01:08:34.31816

    		-6.4 ms

  





  

    		2025-02-05 02:08:36.656224

    		-0.9 ms

  





  

    		2025-02-05 03:08:39.039098

    		0.1 ms

  





  

    		2025-02-05 04:08:41.266032

    		-1.1 ms

  





  

    		2025-02-05 05:08:43.430852

    		-2.7 ms

  





  

    		2025-02-05 06:08:45.750551

    		-2.2 ms

  





  

    		2025-02-05 07:08:48.578117

    		-0.8 ms

  





  

    		2025-02-05 08:08:51.145749

    		-2.4 ms

  





  

    		2025-02-05 09:08:52.830246

    		3.7 ms

  





  

    		2025-02-05 10:08:55.25477

    		1.6 ms

  





  

    		2025-02-05 11:08:57.037309

    		1.4 ms

  





  

    		2025-02-05 12:08:58.601926

    		0.8 ms

  





  

    		2025-02-05 13:09:00.363293

    		1.5 ms

  





  

    		2025-02-05 14:09:02.448527

    		-0.6 ms

  





  

    		2025-02-05 15:09:04.211687

    		-0.7 ms

  





  

    		2025-02-05 16:09:06.285359

    		-0.7 ms

  





  

    		2025-02-05 17:09:07.96042

    		-0.1 ms

  





  

    		2025-02-05 18:09:11.048906

    		1.6 ms

  





  

    		2025-02-05 19:09:12.892237

    		3.4 ms

  





  

    		2025-02-05 20:09:15.273986

    		1.8 ms

  





  

    		2025-02-05 21:09:17.892839

    		-1.0 ms

  





  

    		2025-02-05 22:09:20.049806

    		-0.4 ms

  





  

    		2025-02-05 23:09:22.901467

    		1.3 ms

  





  

    		2025-02-06 00:09:25.061641

    		0.6 ms

  





  

    		2025-02-06 01:09:27.591759

    		-2.1 ms

  





  

    		2025-02-06 02:09:29.703489

    		-0.2 ms

  





  

    		2025-02-06 03:09:32.282988

    		-1.1 ms

  





  

    		2025-02-06 04:09:34.308161

    		-0.4 ms

  





  

    		2025-02-06 05:09:36.630497

    		0.7 ms

  





  

    		2025-02-06 06:09:38.929807

    		1.7 ms

  





  

    		2025-02-06 07:09:41.793704

    		-0.4 ms

  





  

    		2025-02-06 08:09:44.711537

    		0.2 ms

  





  

    		2025-02-06 09:09:47.398948

    		-0.4 ms

  





  

    		2025-02-06 10:09:48.884328

    		1.8 ms

  





  

    		2025-02-06 11:09:50.807509

    		1.0 ms

  





  

    		2025-02-06 12:09:52.288829

    		1.0 ms

  





  

    		2025-02-06 13:09:54.402029

    		-0.5 ms

  





  

    		2025-02-06 14:09:57.314394

    		3.3 ms

  





  

    		2025-02-06 15:09:59.234224

    		-0.1 ms

  





  

    		2025-02-06 16:10:00.698177

    		-1.0 ms

  





  

    		2025-02-06 17:10:04.0095

    		-1.3 ms

  





  

    		2025-02-06 18:10:06.338671

    		-2.7 ms

  





  

    		2025-02-06 19:10:08.931647

    		2.3 ms

  





  

    		2025-02-06 20:10:10.626247

    		-0.3 ms

  





  

    		2025-02-06 21:10:12.437599

    		-1.9 ms

  





  

    		2025-02-06 22:10:14.540406

    		0.2 ms

  





  

    		2025-02-06 23:10:16.185364

    		-3.7 ms

  





  

    		2025-02-07 00:10:18.180387

    		-3.3 ms

  





  

    		2025-02-07 01:10:20.217954

    		-1.6 ms

  





  

    		2025-02-07 02:10:22.263939

    		-0.1 ms

  





  

    		2025-02-07 03:10:24.493788

    		-0.4 ms

  





  

    		2025-02-07 04:10:26.379737

    		0.8 ms

  





  

    		2025-02-07 05:10:28.516811

    		0.9 ms

  





  

    		2025-02-07 06:10:30.810597

    		1.9 ms

  





  

    		2025-02-07 07:10:32.824241

    		1.3 ms

  





  

    		2025-02-07 08:10:35.767578

    		1.3 ms

  





  

    		2025-02-07 09:10:37.408804

    		-1.0 ms

  





  

    		2025-02-07 10:10:39.755419

    		-0.3 ms

  





  

    		2025-02-07 11:10:42.627907

    		-0.3 ms

  





  

    		2025-02-07 12:10:44.155861

    		-1.2 ms

  





  

    		2025-02-07 13:10:46.064811

    		1.9 ms

  





  

    		2025-02-07 14:10:47.904248

    		-0.6 ms

  





  

    		2025-02-07 15:10:49.830745

    		-0.3 ms

  





  

    		2025-02-07 16:10:51.401903

    		-0.9 ms

  





  

    		2025-02-07 17:10:53.410747

    		0.1 ms

  





  

    		2025-02-07 18:10:55.847081

    		2.0 ms

  





  

    		2025-02-07 19:10:58.248809

    		0.9 ms

  





  

    		2025-02-07 20:11:00.77281

    		-0.7 ms

  





  

    		2025-02-07 21:11:02.921537

    		2.9 ms

  





  

    		2025-02-07 22:11:05.525555

    		-3.6 ms

  





  

    		2025-02-07 23:11:07.280985

    		-5.8 ms

  





  

    		2025-02-08 00:11:10.000656

    		-3.6 ms

  





  

    		2025-02-08 01:11:12.393945

    		-1.4 ms

  





  

    		2025-02-08 02:11:14.628036

    		-1.7 ms

  





  

    		2025-02-08 03:11:16.519359

    		-1.0 ms

  





  

    		2025-02-08 04:11:18.95877

    		1.2 ms

  





  

    		2025-02-08 05:11:21.1367

    		-0.4 ms

  





  

    		2025-02-08 06:11:23.330982

    		-0.6 ms

  





  

    		2025-02-08 07:11:25.673101

    		0.3 ms

  





  

    		2025-02-08 08:11:28.07636

    		0.7 ms

  





  

    		2025-02-08 09:11:30.662256

    		1.3 ms

  





  

    		2025-02-08 10:11:33.042669

    		-0.7 ms

  





  

    		2025-02-08 11:11:35.097806

    		-0.6 ms

  





  

    		2025-02-08 12:11:37.68642

    		0.2 ms

  





  

    		2025-02-08 13:11:40.080672

    		1.0 ms

  





  

    		2025-02-08 14:11:41.599527

    		0.8 ms

  





  

    		2025-02-08 15:11:43.251272

    		1.6 ms

  





  

    		2025-02-08 16:11:46.112088

    		2.5 ms

  





  

    		2025-02-08 17:11:48.181469

    		-0.1 ms

  





  

    		2025-02-08 18:11:52.311988

    		-0.4 ms

  





  

    		2025-02-08 19:11:55.063026

    		-0.3 ms

  





  

    		2025-02-08 20:11:57.354465

    		1.6 ms

  





  

    		2025-02-08 21:11:59.812604

    		-0.4 ms

  





  

    		2025-02-08 22:12:02.328382

    		-0.6 ms

  





  

    		2025-02-08 23:12:04.410028

    		1.6 ms

  





  

    		2025-02-09 00:12:08.051151

    		0.5 ms

  





  

    		2025-02-09 01:12:10.288453

    		-1.9 ms

  





  

    		2025-02-09 02:12:12.57177

    		-1.2 ms

  





  

    		2025-02-09 03:12:15.345444

    		-0.8 ms

  





  

    		2025-02-09 04:12:17.444237

    		2.4 ms

  





  

    		2025-02-09 05:12:19.607061

    		1.0 ms

  





  

    		2025-02-09 06:12:22.288395

    		0.7 ms

  





  

    		2025-02-09 07:12:24.720938

    		-0.4 ms

  





  

    		2025-02-09 08:12:27.337789

    		-0.5 ms

  





  

    		2025-02-09 09:12:29.206396

    		0.0 ms

  





  

    		2025-02-09 10:12:30.729793

    		1.5 ms

  





  

    		2025-02-09 11:12:33.453838

    		2.0 ms

  





  

    		2025-02-09 12:12:35.197384

    		1.8 ms

  





  

    		2025-02-09 13:12:37.190592

    		0.5 ms

  





  

    		2025-02-09 14:12:39.658034

    		-1.0 ms

  





  

    		2025-02-09 15:12:43.038652

    		-0.5 ms

  





  

    		2025-02-09 16:12:45.786747

    		-0.2 ms

  





  

    		2025-02-09 17:12:48.201512

    		-0.2 ms

  





  

    		2025-02-09 18:12:50.338968

    		1.4 ms

  





  

    		2025-02-09 19:12:52.137135

    		0.8 ms

  





  

    		2025-02-09 20:12:54.431839

    		0.6 ms

  





  

    		2025-02-09 21:12:56.595329

    		-0.5 ms

  





  

    		2025-02-09 22:12:58.575957

    		1.8 ms

  





  

    		2025-02-09 23:13:00.747138

    		1.7 ms

  





  

    		2025-02-10 00:13:02.749667

    		-1.8 ms

  





  

    		2025-02-10 01:13:05.197049

    		0.1 ms

  





  

    		2025-02-10 02:13:07.322618

    		-1.0 ms

  





  

    		2025-02-10 03:13:09.434279

    		1.8 ms

  





  

    		2025-02-10 04:13:11.931443

    		-0.5 ms

  





  

    		2025-02-10 05:13:14.224469

    		1.7 ms

  





  

    		2025-02-10 06:13:16.394748

    		-1.4 ms

  





  

    		2025-02-10 07:13:18.688967

    		-0.5 ms

  





  

    		2025-02-10 08:13:20.833769

    		1.5 ms

  





  

    		2025-02-10 09:13:23.30356

    		0.7 ms

  





  

    		2025-02-10 10:13:25.444409

    		1.5 ms

  





  

    		2025-02-10 11:13:27.65336

    		0.5 ms

  





  

    		2025-02-10 12:13:30.027379

    		-0.2 ms

  





  

    		2025-02-10 13:13:31.916072

    		-1.0 ms

  





  

    		2025-02-10 14:13:33.708419

    		0.9 ms

  





  

    		2025-02-10 15:13:35.342512

    		0.6 ms

  





  

    		2025-02-10 16:13:37.719415

    		1.1 ms

  





  

    		2025-02-10 17:13:41.14121

    		0.2 ms

  





  

    		2025-02-10 18:13:43.912826

    		-4.5 ms

  





  

    		2025-02-10 19:13:46.703442

    		-2.0 ms

  





  

    		2025-02-10 20:13:49.370442

    		-0.2 ms

  





  

    		2025-02-10 21:13:52.323019

    		-2.6 ms

  





  

    		2025-02-10 22:13:54.871569

    		-1.3 ms

  





  

    		2025-02-10 23:13:56.661744

    		0.2 ms

  





  

    		2025-02-11 00:13:58.386066

    		1.7 ms

  





  

    		2025-02-11 01:14:00.274757

    		10.4 ms

  





  

    		2025-02-11 02:14:02.196785

    		14.2 ms

  





  

    		2025-02-11 03:14:03.879334

    		-0.2 ms

  





  

    		2025-02-11 04:14:05.560045

    		-1.0 ms

  





  

    		2025-02-11 05:14:07.858816

    		-1.5 ms

  





  

    		2025-02-11 06:14:09.63334

    		1.6 ms

  





  

    		2025-02-11 07:14:11.931207

    		0.3 ms

  





  

    		2025-02-11 08:14:13.635807

    		0.1 ms

  





  

    		2025-02-11 09:14:16.01587

    		2.2 ms

  





  

    		2025-02-11 10:14:17.652456

    		1.8 ms

  





  

    		2025-02-11 11:14:19.238205

    		1.3 ms

  





  

    		2025-02-11 12:14:21.316678

    		1.1 ms

  





  

    		2025-02-11 13:14:23.139052

    		1.2 ms

  





  

    		2025-02-11 14:14:24.990297

    		1.8 ms

  





  

    		2025-02-11 15:14:26.803123

    		2.2 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2025-02-10 12:15:37.213 UTC

    		37.18.64.23

    		Randi Lundquist (RL2) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-02-10 12:16:22.893 UTC

    		37.18.64.23

    		Randi Lundquist (RL2) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-01-23 17:05:19 UTC.

  

  

    		2025-02-10 13:01:57.374 UTC

    		185.161.57.249

    		Sigbjørn Glørstad (SG) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-02-10 13:09:51.62 UTC

    		185.161.57.249

    		Sigbjørn Glørstad (SG) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-01-23 17:05:19 UTC.

  

  

    		2025-02-10 14:37:32.534 UTC

    		89.8.251.192

    		Jens Mortensvik (JM) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-02-10 14:41:40.552 UTC

    		89.8.251.192

    		Jens Mortensvik (JM) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-01-23 17:05:19 UTC.

  

  

    		2025-02-11 10:11:03.244 UTC

    		212.251.211.83

    		Bjørn Rønningen (BR) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-02-11 10:13:47.371 UTC

    		212.251.211.83

    		Bjørn Rønningen (BR) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-01-23 17:05:19 UTC.

  

  

    		2025-02-11 15:44:22.224 UTC

    		85.164.29.243

    		Kine Heggvold Reitan (KHR) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-02-11 15:44:32.964 UTC

    		85.164.29.243

    		Kine Heggvold Reitan (KHR) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-01-23 17:05:19 UTC.

  









